enmr.eu membership expiration: incident post-mortem analysis
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VOMS membership validation mechanisms

In order to be compliant with the JSPG policies on VO registration services (http
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· the Acceptable Usage Policy (AUP) signature verification mechanism

· the Membership expiration mechanism

The AUP acceptance mechanism enforces that every VO member has signed the VO Acceptable Usage Policy. The signature is requested at VO registration time and periodically, with the default period being every 12 months, in accordance with the EGI policy.  
When the AUP signature for a user expires in the VOMS database, VOMS sends an email notification to the user requesting the signature of the AUP within a grace period.  The default grace period for AUP signature is 24 hours, but can be extended using a configuration parameter and can be set independently for each hosted VO. If the user fails to sign the AUP in this period, the user is suspended. Note that the user can restore the membership anytime by following the link sent in the Sign AUP notification email. No intervention is required from the VO administrator.

A VO administrator can trigger the re-acceptance of the VO AUP at any time. When this happens, the signatures in the VOMS database are invalidated and the users are requested to sign again the AUP, following the process described in the previous paragraph.

The membership expiration mechanism enforces that every VO member is actually known and approved by the VO manager. When a user is registered in a VO an expiration date is linked to his/her membership. The default lifetime for a VOMS membership is 12 months (in accordance with the EGI policy), but can be extended using a configuration parameter.
The intended VOMS behaviour is that, before the user expiration, VOMS sends an email to VO administrator to warn about users whose membership is about to expire. The advance warning period is set to 15 days as the default, but can be extended via a configuration parameter.

Unfortunately a bug which affects the 2.5.5 and 2.6.1 VOMS Admin versions prevents the correct sending of the warning emails. This bug was discovered after this incident.

If a user membership expires, VOMS suspends the user and sends a notification to the user and the relevant VO managers. The user cannot extend his membership without the intervention of the VO managers in agreement with the respective policy. On the other hand, the VO manager can extend the membership for users at any time (even before membership expiration) from the VOMS Admin web interface.

Post-mortem analysis

On the night between March, 29th and March 30th 273 users from the enmr.eu VO were suspended due to membership expiration. The membership expired after 12 months since the day of the upgrade of the VOMS Server (migration to gLite 3.2).

The Chief Operations Officer was informed about the incident by e-mail on the 30th at 10 a.m. by S. Brewer – EGI Chief Community Officer. Since then, the VO manager A. Bonvin, the VOMS server administrator, the EMI VOMS PT A. Ceccanti and T. Ferrari were in e-mail contact discussing the incident and containment actions that were being undertaken.

The VOMS Admin sent email notifications to the VO managers and to the 273 users only after expiration (reason for the suspension was “User membership has expired”).

A bug in VOMS Admin prevented the correct sending of warning emails to the VO managers before the expiration date. Because of the lack of notification, VO managers could not take any preventive action and the 273 users were suspended. 
In the morning of March, 30th the administrator of the VOMS server restored the membership for the 273 expired users by changing the expiration date in the VOMS database for these users and informed the VO managers that the users were correctly restored. Other users in the VO were still suspended due to AUP signature expiration. These users were not restored as they were correctly notified by e-mail about the AUP signature expiration and they could consequently re-enable their membership at anytime by signing the AUP.

Unfortunately at the same time the VOMS server administrator also triggered the re-acceptance of the AUP for all the VO members (this operation is normally triggered when the AUP changes). This resulted in notifications sent twice to all the 411 VO members, asking them to sign again the AUP within 24 hours. When the 24 hours period expired, on March, 31st  most of the the 411 VO members were suspended again (and informed of the suspension via mail).

In the morning of Monday, April 2nd the VOMS server administrator and the EMI VOMS PT representative issued a warning to enmr.eu VO managers communicating that they were going to restore all the enmr.eu VO members. The restore intervention was completed around 12.30.  Membership for users that were about to expire in the next two weeks was also extended.

From March, 30th to April 2nd 7478 requests to the VOMS server failed due to membership expiration of 9 affected certificates. 

All the other VOs hosted by the same server have been checked to avoid other unforeseen mass user suspensions. The VO managers for each VO have been notified of members that are about to expire. 

Corrective measures

Corrective actions on the software

The bug (https
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· New views to easily access expired and suspended users

· Now VOMS Admin allows for a configurable grace period before suspending expired users.

· It is now possible to disable the automatic suspension of expired users.

· It is now possible to restore multiple user membership with a single click of the mouse.

· Sign AUP warning message text has been expanded to better explain that users can restore their membership anytime by signing the AUP and no VO administrator intervention is required

· The default Sign AUP grace period has been extended from one day to 7 days

These fixes will be released in the forthcoming EMI 1 update 16, scheduled for release on May, 17th 2012.

Corrective actions on policies

The Security Policy Group was informed the 2nd of April by Tiziana Ferrari about the policy-related issues emerged during the incident management, as well as about the request of change submitted by IberGrid at: https
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Existing VO security policies should be reassessed by SPG in collaboration with VRCs, and requirements for improvement of the membership renewal process will be solicited.

For more information see also the blog post: http
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Corrective actions on VO support

A webinar will be prepared by the EMI VOMS PT to integrate the existing VOMS admin documentation and to disseminate the fixes that will be released in EMI 1 update 16. A on-line training event for VO Managers and VOMS server administrators will be organized in May encompassing EMI 1 VOMS Admin features as well as new features that will be released in EMI 2.

