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4 Glossary

	CO
	Confidential

	EAC
	Ethical Advisory Committee

	DCI
	Distributed Computing Infrastructure

	DoW
	Description of Work

	MoSGrid
	 Molecular Simulation Grid

	PAM
	Project  Administration Manager

	PDF
	Portable Document Format

	PMB
	Project Management Board

	PU
	Public

	QR
	Quality Reviewer

	SHIWA
	Sharing Interoperable Workflows for large-scale scientific simulations on available DCIs

	SG
	Service Grid

	SMB
	Support Management Board

	SVN
	Subversion version control system

	SSP
	SHIWA Simulation Platform

	URL
	Uniform Resource Locator

	WP
	Work package


Table 3. Glossary
5 Introduction

In this deliverable we describe how the ER-Flow project will handle the various ethical implications of technological developments and enhancements resulting from the SHIWA platform, especially how to manage confidential personal data, how to execute scientific applications in public infrastructures, and how to handle intellectual property of applications.

This document is organized as follows:
· In chapter 6 we present definitions of the terminology adopted in this document.
· In chapter 7 we describe the Ethical Board that was set-up to take care of ethical issues in the project. This board further handles all aspects related to the ethical policy.

· Ethical policy is defined in chapter 8, which is materialized into the code of conduct described in chapter 9 and in the attachments. 
· In chapter 10 we provide an analysis of ethical issues as seen by the activity of the four user communities represented in the project. 

6 Definitions
Wikipedia explains ethics from various perspectives
, from which we highlight the two that most related to the topic in this text:

· Paul and Elder
 define ethics as "a set of concepts and principles that guide us in determining what behavior helps or harms sentient creatures". 
· Business ethics (also corporate ethics) is a form of applied ethics or professional ethics that examines ethical principles and moral or ethical problems that arise in a business environment. It applies to all aspects of business conduct and is relevant to the conduct of individuals and entire organizations. 
In this section we introduce terminology that is relevant for the understanding of the ethical considerations and policy adopted in the project. These terms will start with a capital letter throughout the text to refer to the definitions presented in this chapter.
An Application implements some functionality (data analysis, simulation) that is relevant in some scientific domain. An Application is ported to a Distributed Computing Infrastructure (DCI) as a Workflow with components that are implemented using pre-existing Code that has been developed outside the scope of ER-Flow.  An Application may be implemented in various workflow systems and on various Distributed Computing Infrastructures, therefore it can be described by different Workflows. Applications, Workflows and Codes are developed by Authors and executed or reused/repurposed by Users. An Author may be a person, a community or a project. A User can be a person (e.g., a scientist interested in running the workflow for research, or a workflow developer, who creates, maintains or repurposes a Workflow) or a system (e.g., a science gateway that runs the workflow on behalf of some person or community).  

The SHIWA Repository contains Applications implemented as Workflows, including the Codes and their descriptions. Also Test Data is available for the Applications, for example sample files and other necessary inputs, as well as sample outputs. Authors deposit these resources into the repository, and Users can consume them in various ways, respecting the Licensing type (public or restricted). Both authenticated and anonymous users can browse the public resources in the repository, however only authenticated Users can take actions on the Repository.

The SHIWA Portal, also called SHIWA Simulation Platform in the DoW, is used to execute Workflows available in the repository for some inputs.  Only authenticated Users can run workflows from the Portal, either on Test Data or Own Data. The final and intermediate Results produced during the execution of a Workflow are retrieved by the User via different mechanisms (e.g., from the storage resource in the Infrastructure or from the Portal). 

The term SHIWA Simulation Platform (SSP) is used to refer both to the SHIWA Repository and SHIWA Portal, which are operated by the SHIWA Platform Operators. The term SHIWA Technology is used to refer to the software and services used to implement the SHIWA Platform. This Technology is developed by the SHIWA Technology Developers during the SHIWA Project

7 Ethical Advisory Committee (EAC)

This section describes the goal, composition and operation of the EAC, refining and further detailing the text provided in the DoW.

The EAC works with the Project Management Board (PMB) to handle all ethical issues, including societal, political and legal aspects related to the Applications and usage of the SHIWA Simulation Platform. It supports the project consortium and the research communities involved in the project in examining ethical aspects, with the following tasks:
· to develop the policy to handle ethical issues and to adapt the SHIWA Simulation Platform code of conduct to prevent improper use. 

· to deal with all ethical issues that are raised in this project, in particular for handling of personal and private Data, guaranteeing safety of the Infrastructure and its Users, acknowledgement and credit of intellectual property of the Workflows and Codes; and

· to identify specific ethical problems, provide solutions and to monitor their implementation. 
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The members of the EAC represent the various interests taking part in the ER-Flow project, being selected from the project consortium members:
· Stephen Winter, UoW, UK: representative of SHIWA Platform developers and operators;

· Sonja Herres-Pawlis, LMU-MUENCHEN, DE: representative of the Computational Chemistry community;

· Silvia Delgado Olabarriaga, AMC, NL: board chair and representative of the Life Sciences community.

An external member has been also invited to take part in the EAC:

· Evert Mouw, Intelligence2Integrity (i2I, www.intelligence2integrity.nl), NL

Mr. Mouw is an expert in security and legal aspects of privacy regarding processing of medical data on distributed infrastructures. His MSc thesis was about the topic of “Data Protection and Privacy in eScience”
, which included an analysis of legal aspects for processing genetic data on grids
 and a risk assessment. He also holds a MA in political science.
The external EAC member will serve as a consultant to provide input on major decisions of the board, such as the definition and changes of the policy and code of conduct, the approach taken to incidents, etc.

The EAC will gather during the project progress meetings (twice/year), as well as in online meetings every 3 months. The external member will be invited to participate in these meetings and can voluntarily join via teleconference. The minutes and all relevant materials of all EAC meetings will be sent to the external member for his awareness.

Any project partner, external member or SHIWA Simulation Platform User may contact the EAC member if an ethical issue arises and if necessary an extraordinary EAC meeting will be held. An e-mail list (Erflow-eac@erflow.eu) has been created for communication of such issues. This list will be moderated by a person appointed by the Project Coordinator.

The committee will submit reports about ethical issues raised in the project and how they were managed at every reporting period with the project report.

The exploitation strategy of the project results will also be reviewed by the EAC using the checklist in Appendix A.6. The dissemination and communication strategy of the project results to a wider audience will be also monitored by this committee to prevent breaching the ethical policy and avoid dual/improper use. The EAC will inform the PMB regularly about any ethical issue identified and how they have been managed. The EAC will produce an ethical report in every six months as a part of interim, annual and final project reports. EAC will also pay attention to how the project partners and researchers are trained and informed of ethical issues, risks and benefits; how the applications running on the infrastructure of the project are validated, tested and screened, to ensure adoption of the policy.
8  Ethical Policy

In this section we describe the general guidelines to be adopted in the project. The EAC has considered existing EC directives, guidelines on ethical issues defined by the FP7 neuGrid project
, experience of the partners, and common sense when defining the guidelines below.

In all cases the Authors, Users, Developers and Operators shall comply with the ethical framework of FP7
, all applicable legislation, any relevant future legislation and FP7 specific programmes on "Cooperation", "Ideas", "People", "Capacities" (2007-2013) and "Euratom" (2007-2011).

The individuals will be responsible for adhering to the policy in good faith. The EAC can be consulted in case of doubt or incidents. 

In particular, in this project the policy concerns specifically three aspects:
· Privacy of Data processed and stored at the SHIWA Simulation Platform
· Safety and purpose of processing of the workflows published in the Repository and executed via the Portal
· Crediting of intellectual property when reusing Workflows and Data.

8.1 Data Privacy

Here we present the policy regarding ethical issued related to Data that is contained in the SHIWA Repository (Test Data) and Own Data that is handled (consumed, produced) using the SHIWA Portal. This policy is applied to inputs, outputs and intermediate results. It has the goal of properly handling confidentiality and privacy requirements for data processing.

The Users will only run Workflows on the SHIWA Portal on Data 
1. That has been legitimately collected elsewhere in accordance with all relevant ethical clearance and policies and informed consent; i.e. no primary Data will be used on the Platform;
2. Which does not contain private data, for example sensitive data about persons and organizations of any type;

3. For which the User has full permissions to use.

4. If some form of private Data needs handled by the Workflows, the User will properly anonymize the corresponding Data, such that the subject or organization cannot be re-identified. 

The following is assumed:
1. The Author is responsible for taking measures to only handle anonymous Data in the workflows and to guarantee the above conditions (1,2,3) prior to publication of Workflows and test Data in the repository, in particular to prepare accordingly the test Data. 

2. The User is responsible for guaranteeing conditions (1, 2, 3) above before starting the workflow execution.

In case 4, where anonymized private Data needs to handled, the eight principles of European Directive 95/46/EC
 on the protection of individuals with regard to the processing of personal data will be followed. According to these principles data must be:

1. fairly and lawfully processed;
2. processed for limited purposes;
3. adequate, relevant and not excessive;
4. accurate;
5. not kept longer than necessary;
6. processed in accordance with the data subject’s rights;
7. secure;
8. not transferred to countries without adequate protection.
Transfer and management of the data to be processed and generated during the execution of workflows outside the SHIWA Portal will be the responsibility of the Users themselves.
User are required to declare that they have anonymized the data, if required, and that the data cannot be de-anonymized. Users will be reminded that they may be held personally responsible if the data is subsequently de-anonymized, in a manner that could easily have been prevented if the User had applied proper care in the anonymization process.
8.2 Execution of Workflows

Here we present the policy for handling ethical issues regarding the execution of workflows. It includes the purpose of the processing, security of data handling and safety of the infrastructure.

Concerning the purpose of the processing, the Authors, Users, Developer and Operators undertake do not take to carry out processing on the Platform that is related to any of the following:
a) research activities aiming at human cloning for reproductive purposes, 

b) research activities intended to modify the genetic heritage of human beings which could make such change heritable, and 

c) research activities intended to create human embryos solely for the purpose of research or for the purpose of stem cell procurement, including by means of somatic cell nuclear transfer." 

Concerning security the SHIWA Portal implements standard services such as user authentication and authorization to identify Users and to protect the Data, the Platform and the Infrastructure during Workflow execution.  Access control is implemented at all levels of the Platform to prevent privacy breach. No access is granted to any Data (input, temporary and output data) or metadata about Workflow execution other than to the User who initiated the Workflow execution. Test Data will be available for others than the Author based on the Workflow License.
Concerning data handling, the Portal enables users to run Workflows on own Data stored in external storage resources. Users should retrieve input Data from these storage resources and upload it to the Portal. The Workflow execution generates intermediate and final output Data that are temporarily stored on the Portal. Users themselves are responsible for downloading the output Data to the external storage resources. All Data (input, temporary and output data) residing in the Portal will be deleted from the Portal after the Workflow is completed and the output Data is transferred to external storage resources.

Concerning safety of the Infrastructure, the Workflows uploaded to the repository are assumed to have been thoroughly tested and to contain no malicious code. The Authors are asked to declare in “good faith” that the Workflows and Codes follow this policy, and are trusted based on word. In addition, a brief validation process will be performed on all published Workflows by the Platform Operators before the Workflows become available for Users. The Operators may ask support from the other project members (for example the user communities) in case of doubt. More details of this validation process can be found on the SHIWA Repository Admin Manual
. Note that this validation process consists of a best effort attempt to safeguard the Infrastructure, since Code inspection and detailed analysis of its processing would require expertise and manpower that are not available in this project.
Note that all operations carried out on the Infrastructure, including misuses, are logged.

8.3 Intellectual Property of Workflows

Authors have and keep the intellectual property of the Applications, Workflows and Codes and Data that they upload in the SHIWA Repository. Access to the resources in the repository (who can browse, download or execute the workflows, code and data) is defined by the Author via the License scheme. Access can be both completely public and restricted. 

Users that execute or repurpose Workflows or Data must always refer to the original source and its Authors when generating any type of result, for example new Workflows and publications of any kind. The Authors will provide in the Workflow description sufficient information to enable the Users to correctly refer and give credit to it.
9 Code of Conduct

The code of conduct outlines guidelines for the responsible behaviour to avoid improper use of data and to guarantee the expected ethical behaviour and safety practices. All Authors, Users, and Operators of the SHIWA Platform should follow this code. The project will request explicit confirmation from all individuals that they will follow this code before they get access to the Platform. When a deviation is detected, the case will be evaluated by the EAC and the individual involved will be banned from the Platform. 

The project consortium will also raise awareness about ethical issues by asking all participants to adopt checklists before taking major actions, such as the following cases:
· For the Operators, when registering new individuals with the Platform.

· For the Developers before deploying new services on the Platform. 
· For the Author, before publication of a Workflow and Test Data;

· For the User, before the execution of a Workflow via the Platform;

The expected conduct for each case is detailed below.
9.1 Registration to the Platform

Authors and Users need to register to be able to use the Platform to upload, download or run Workflows. Registration is done by sending an e-mail to the Operator containing the following information:
Name, organization, physical address, 

e-mail, phone number

Optional: link to web presence (web page, facebook, etc)

Motivation to request an account at the Platform

Intended Use of the Platform:

Application or Research area:

Potential ethical issues, and how they will be addressed: 

Attachment: scanned Consent Form signed by the person.

The Operator will require the users to sign the Consent Form (see Appendix A.2) indicating that they accept to adhere to the policy and code of conduct when they register with the Platform. Otherwise the Operator will reject the registration and users will not be allowed to access the simulation platform. 
An EAC member will check the registrations and Consent Forms (responsibility rotating among EAC members), as well as discuss and solve potential issues raised by the registrations and/or the Operator.

See also checklist in Appendix A.1.
9.2 Deployment of new Services in the Platform
When upgrading or deploying new services in the Platform, the SHIWA operator will verify if the new service conforms with the policy described here regarding security and file handling. Since the selection of new services to be included in the Platform is a well controlled process, we assume that the services will not raise ethical issues concerning the nature of the processing. Therefore, in particular the operator will verify is

· The new service raises no ethical issues, such as The new service is secure, using adequate authentication, accounting and authorization mechanisms.

· The new service properly handles (potentially) sensitive Data, by removing Data that is no longer than necessary.

· If the service includes processing outside the EU, in which case the Users need to be informed before using it.

9.3 Upload of new Workflows or Test Data

When uploading a new Workflow to the SHIWA Repository, the Author will be asked to provide relevant ethical information, for example the goal and nature of the processing, the type of Data to be used (public domain data or secondary use of personal data), and intellectual property, etc.  See also checklist in Appendix A.3.

When uploading Test Data to the SHIWA Repository, the Author will be asked to provide relevant ethical information, for example if it contains personal data, what is the source of this data, whether any ethical approval was required and obtained to use the data, etc. Only anonymous Data that has been released for public usage will be allowed as Test Data. See also checklist in Appendix A.4.

Upon upload of the Workflow and Data the Author will confirm that all answers of these checklists have been answered satisfactorily. The Operator in charge of Workflow validation will consult the Workflow description to screen for potential ethical issues prior to validation and publication of the Workflow and the Test Data.

9.4 Publication of scientific results based on Platform usage

When publishing scientific results obtained via the Platform or using Workflows obtained from the Repository, the Users need to give credits to the ER-Flow project and/or to the Author. 

Credits to the ER-Flow project should be given in the form of acknowledgements using the following texts:

The research leading to these results used resources of the SHIWA Simulation Platform, which is funded by the European Commission's Seventh Framework Programme (FP7/2007-2013) under grant agreement no 312579 (ER-Flow).

Credits to the Workflow should be given as instructed in the Workflow description contained in the Repository. Examples are acknowledgement to the Author by citing the respective publication, and/or referring to the Workflow URL in the Repository. Examples of texts are

The authors thank XXX, YYY for developing the workflow that was used to perform the experiments reported in this paper.
The experiments performed in this paper were conducted on the XXX DCI using the workflow implementation described in [ref to the paper]. 

The workflow implementation used in this paper was based on the original workflow by XX and YY [URL]. It has been modified to handle a new data type as input.

The method used for data analysis in this paper was implemented as a meta-workflow that includes the following original workflows:

Name, by XX and YY, URL
See also Appendix A.5.

10 Analysis of ethical aspects of the partner communities

The Users of the four research communities that are partners in the project will use workflows with purpose and nature that do not violate the ethical policy of the project. 

The Users will provide input data to the Workflows to be executed on the Platform. The same will be the case of new communities. 

10.1 Astrophysics and Heliophysics

All astronomical Data will be public domain and consequently they do not raise any confidentiality/privacy issue. The Data used by the Astrophysics and Heliophysics community is acquired through ground- and space mission-based observatory facilities. This Data is subject to a proprietary period whose duration might be different and is established by each observing facility/mission/project. After the expiration of the proprietary period, the Data becomes public domain, and only then they can be exploited in this project. In the ER-flow project the Astrophysics and Heliophysics research communities will use only public-domain data which does not contain any sensitive personal content. 
10.2 Computational Chemistry
The Computational Chemistry community will import chemical structures from public crystal structure libraries or from the communities´ own chemical repositories as input Data in order to run Workflows to model these structures. They will store the simulation results in their own chemical repositories or on their own computers. The Data used by this community is public-domain Data without any sensitive personal content. This community has already developed several Workflows which are proprietary of MoSGrid (Molecular Simulation Grid). Regularly, requirement analyses are performed with the MoSGrid Users for evaluation of simulation code preferences, simulation duration, data storage needs etc. The results of these analyses are only used after anonymization.
10.3 Life Sciences
The Life Sciences community may use personal data to run Workflows on the Platform, for example, images of the brain or DNA Data. Users from this community will use only secondary Data, which was previously collected in some other project as primary data with a proper clearance by the relevant ethical authorities in other projects. Before submitting workflows to the Platform, Users will anonymize the Data themselves to properly hide personal details. Anonymization will minimize the risk of de-identification of individuals.

Users should also inform the data subjects about the secondary use of their data, for example, by specifying the purpose of processing if it can be done with reasonable efforts. The research to be performed on the Platform will not involve human cloning of any kind.
Appendix: Checklists and Forms

Appendix A1: Checklist for new registrations with the platform

The following checklist is to be applied by Operators before granting access to the Platform to persons:

1) Is the registration data of the person complete?

a. Yes, proceed

b. No, request more data 

2) Has the person signed the Consent Form?

a. Yes, proceed

b. No, request signature.

3) Does the motivation or application area require additional attention regarding ethical issues? 

a. Yes, consult EAC

b. No, register person to the Platform

Appendix A2:  Consent Form

To the coordinator of the ER-Flow Project

Hereby I declare to be aware of the Policy and the Code of Conduct for usage of the SHIWA Platform as published on <put here link to the policy and code of conduct that correspond to the text in sections 8 and 9 in this deliverable>.

I agree to adhere to the Policy and Code of Conduct to make use of the Platform in a faithful and ethical manner.

Date, 
Name, 
Signature
Appendix A3: Checklist for workflow publication

The following checklist is to be applied by Authors when uploading Workflows to the Repository

1) Is the nature and purpose of the processing performed by the Workflow and its Codes free from any ethical issue as mentioned in the Policy?

a. Yes, proceed

b. No, remove ethical issue before uploading the Workflow

2) Can the Codes executed by the Workflow cause any damage to the Infrastructure

a. Yes, remove dangerous Code

b. No, proceed

3) Does the Workflow involve transfer of data or execution of processing in Infrastructures physically located in other countries than the Platform services?

a. Yes, inform this clearly in the Workflow documentation, such that Users can decide whether this is acceptable or not

b. No, proceed

4) Does the Workflow remove copies of intermediate Data generated during Workflow execution from remote resources after it is no longer necessary?

a. Yes, proceed

b. No, adapt Workflow to remove temporary Data 

5) Does the description of the Workflow clearly indicate the intellectual property and the licensing for its usage and repurposing?

a. Yes, proceed

b. No, adapt Workflow description

6) Does the description of the workflow provide sufficient information about how the Users should properly credit the Authors?

a. Yes, proceed

b. No, complete information (e.g., names, papers, and text that should be used in publications)

Appendix A4: Checklist for Test Data publication and for Workflow execution on own Data

The following checklist is to be applied by Authors when uploading Test Data to the Repository (only when all answers are “Yes” the Data may be uploaded):

1) Is the Data fairly and lawfully processed?

2) Is the Data adequate, relevant and not excessive for the purpose of testing the Workflow?

3) Is the Data accurate?

4) Is the Data not kept longer than necessary?

5) Is the Data processed in accordance with the Data subject’s rights?

6) Has the Data been properly anonymized? Describe the process of anonymization that has been applied.
7) Does the Author have consent to publish this Data?

8) May this Data be used by the Workflow for testing purposes?

9) Is it allowed to transfer this Data to the Infrastructure (remote countries) that is used to run this Workflow?

Appendix A5: Checklist for usage of results generated with the Platform
This checklist should be applied by Users when publishing scientific or any kind of publication (paper, video, workflows, etc.) based or using results generated with the help of Workflows from the SHIWA Repository:

1) Have the experiments been performed directly from the SHIWA Portal?

a. Yes, add acknowledgements

b. No, proceed with next item in the list
2) Has the User executed Workflows available at the Repository to obtain results that contributed to the scientific research that lead to this publication?

a. Yes, proceed with next item in the list
b. No, stop (no further action is necessary)
3) Does the publication include reference to the paper as indicated in the Workflow description (PS: references can be for the Workflow or individual Codes)

a. Yes, proceed

b. No, add reference

4) Does the publication include the URL in the Repository for all used Workflows?

a. Yes, proceed

b. No, include URLs
Appendix A6: Checklist for ethical issues
The following list will be used by the EAC to detect ethical issues in the project.

Informed Consent

· Does the proposal involve children? 

· Does the proposal involve patients or persons not able to give consent? 

· Does the proposal involve adult healthy volunteers? 

· Does the proposal involve Human Genetic Material? 

· Does the proposal involve Human biological samples? 

· Does the proposal involve Human data collection? 

Research on Human embryos/foetus
 

· Does the proposal involve Human Embryos? 

· Does the proposal involve Human Foetal Tissue/Cells? 

· Does the proposal involve Human Embryonic Stem Cells? 
Privacy
 

· Does the proposal involve processing of genetic information or personal data (eg. health, sexual lifestyle, ethnicity, political opinion, religious or philosophical conviction)? 

· Does the proposal involve tracking the location or observation of people? 

Research on Animals
 
· Is there any research being conducted on animals?
Research Involving Developing Countries

· Does the research involve developing countries? 
Dual Use
 

Does the research have potential military or terrorist application? 
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