Quality Criteria Verification Report

Product EMI apel-ssm.sl5 sl6.x86 64 | Release 2.1.1
Software Provider | EMI RT Ticket | #6544, #6545
Provider contact Cristina Aiftimiei <cristina.aiftimiei@pd.infn.it>

Verifier Esteban Freire (esfreire@cesga.es)

Hours worked 6h | Date | 27/01/14
Status Accepted

Summary

No issues found during verification process.

Related tickets

None

Documentation Criteria

Document

Link

Release notes https://eithub.com/apel/apel/blob/dev/CHANGELOG

User Documentation https.//twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL

_Client_User_Guide.pdf

API Documentation

Admin Documentation | Attps.//twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL

_Publisher_System Administrator_Guide.pdf

Software License

Generic Criteria

Criteria Status' Additional Comments
Binary Distribution OK
Upgrade OK
X.509 Certificate support NA
SHA-2 Certificates Support NA
RFC Proxy support NA
ARGUS Integration NA
World Writable Files NT Minor release
Passwords in world readable files | NT Minor release
GlueSchema 1.3 Support NA
GlueSchema 2.0 Support NA

10K, WARN, [B8lll, NA (Not Applicable) or NT (Not Tested)



https://github.com/apel/apel/blob/dev/CHANGELOG
https://twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL_Publisher_System_Administrator_Guide.pdf
https://twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL_Publisher_System_Administrator_Guide.pdf
https://twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL_Client_User_Guide.pdf
https://twiki.cern.ch/twiki/pub/EMI/EMI3APELClient/APEL_Client_User_Guide.pdf

Middleware Version Information | NT Minor release
Service Probes NA
Accounting Records OK
Bug Tracking System OK

Specific QC

Basic Functionality Test
emi.apel-ssm.sl6.x86_64-2.1.1 + EMl.apel-parser.sl6.x86 64-2.2.1

* emi.apel-ssm.sl6.x86 _64-2.1.1 repository

{{{

[root@test07 yum.repos.d]# cat EMI.apel-ssm.sl6.x86 64.repo

# EGI Software Repository - REPO META (releaseld,repositoryld,repofileld) -
(6545,1440,1366)

[EMI.apel-ssm.sl6.x86 64]

name=EMlI.apel-ssm.sl6.x86 64
baseurl=http://admin-repo.egi.eu/sw/unverified/umd-3.emi.apel-ssm.sl6.x86 64/2/1/1/
enabled=1

protect=1

priority=1

gpgcheck=1

gpgkey=http://emisoft.web.cern.ch/emisoft/dist/ EMI/3/RPM-GPG-KEY-emi

Y

* yum install apel-ssm apel-lib apel-client

&

Package Arch Version
Repository Size

Installing:

apel-client noarch 1.1.2-0.el6
UMD-3-updates 14 k

apel-lib noarch 1.1.2-0.el6
UMD-3-updates 41 k

apel-ssm noarch 2.1.1-0.el6
EMl.apel-ssm.sl6.x86 64 19k



mysql-server x86 64 5.1.69-1.el6 4
sl-security 8.7M

Installing for dependencies:

MySQL-python x86 64 1.2.3-0.3.cl.1.el6
sl 85k

mysql x86 64 5.1.69-1.el6 4
sl-security 907 k

mysql-libs x86 64 5.1.69-1.el6 4
sl-security 1.2M

perl-DBD-MySQL x86 64 4.013-3.el6
sl 133k

python-daemon noarch 1.5.2-1.el6
epel 27k

python-dirq noarch 1.4-1.el6

epel 48 k

python-is08601 noarch 0.1.8-1.el6
epel 17k

python-ldap x86 64 2.3.10-1.el6

sl 124 k

python-lockfile noarch 0.8-3.¢el6

epel 17k

stomppy noarch 3.1.6-1.el6

epel 48 k

Transaction Summary

e

* yum install mysql

{{{
yum install mysql-server
service mysqld start

chkconfig --level 345 mysqld on
/usr/bin/mysqladmin -u root password 'umdtestapel'
/usr/bin/mysqladmin -u root -h test07.egi.cesga.es password 'umdtestapel'

i

* The APEL client database schema is located at /usr/share/apel/client.sql

* Creating a new database

S8

mysql -u root -p -e "create database apelclient"

H

* Creating new database schema

H

mysql -u root -p apelclient < /usr/share/apel/client.sql



i

* Grant Permissions to the Database

S8

mysql -u root -p'umdtestapel’

GRANT ALL PRIVILEGES on apelclient.* to 'apel'@'localhost' IDENTIFIED BY
'umdtestapel’;

GRANT ALL PRIVILEGES on apelclient.* to 'apel'@'test06.egi.cesga.es'
IDENTIFIED BY 'umdtestapel';

i

* Apel publisher client configuration

{{{
[root@test07 yum.repos.d]# cat /etc/apel/client.cfg

# Information about the apel client database

[db]
hostname = localhost
port = 3306

name = apelclient
username = apel
password = umdtestapel

[spec_updater]

enabled = true

# The GOCDB site name

site._name = UMD-VERIFICATION
ldap host = sbdii02.ncg.ingrid.pt
ldap port=2170

## The following information is necessary for

## local jobs only. Provide an average value for
## machines which your batch system uses.

## Supported specs are HEPSPEC and Si2k

## Provide also a hostname for your batch system.
## This does not need to be a definitive hostname,
## but it should uniquely identify the batch system.
## Example: pbs.gridpp.rl.ac.uk

#lrms_server =

#spec_type = HEPSPEC

#spec value =1.0

[joiner]
enabled = true

local_jobs = false

[unloader]



enabled = true
dir location = /var/spool/apel/

# You may send only summaries of your data to the APEL server,
# rather than individual job records.

# This reduces the network load.

send summaries = false

# You may send 'withheld' instead of the user's DN in the
# GlobalUserName field. This is only valid for individual
# job records.

withhold dns = false

# Optional: send ONLY these VOs to the APEL server.
# This overrides exclude vos.
#include vos = atlas,cms,lhcb

# Optional: do not send these VOs to the APEL server.
# This does not take effect if include vos is set.
#exclude vos = atlas,cms

# Which records to send:
# latest - just send the new records to the server
# gap - send records from between the specified dates (inclusive)

# this is only for individual job records
# all - send all records to the server. Don't do this for individual
# job records without talking to the apel team!

interval = latest

## only used if interval = gap
#gap start =2012-01-01
#gap end =2012-01-31

# Send CAR-format records - only for job records
send ur = false

[ssm]
enabled = true

[logging]

logfile = /var/log/apel/client.log
level = INFO

console = true

e

* SSM Configuration
{{{
cat /etc/apel/sender.cfg
S T R T R S R B R R R R
HHHHHHERH



# Required: broker configuration options
#

[broker]

# The SSM will query a BDII to find brokers available. These details are for the
# EGI production broker network

bdii: 1dap://Icg-bdii.cern.ch:2170

network: TEST-NWOB

# OR (these details will only be used if the broker network settings aren't used)
#host: test-msg01.afroditi.hellasgrid.gr

#port: 6163

# broker authentication. If use ssl is set, the certificates configured
# in the mandatory [certificates] section will be used.
use_ssl: false

T R R s
HHHHHHHHHHHE
# Required: Certificate configuration

[certificates]

certificate: /etc/grid-security/hostcert.pem

key: /etc/grid-security/hostkey.pem

capath: /etc/grid-security/certificates

# If this is supplied, outgoing messages will be encrypted
# using this certificate

#server cert: /etc/grid-security/servercert.pem

S T R T R S R B R R R R
HHHHHHERH

# Messaging configuration.

#

[messaging]

# Queue to which SSM will send messages
destination: /queue/global.accounting.cputest. CENTRAL

# Outgoing messages will be read and removed from this directory.
path: /var/spool/apel/outgoing

[logging]

logfile: /var/log/apel/ssmsend.log

# Available logging levels:

# DEBUG, INFO, WARN, ERROR, CRITICAL
level: INFO

console: true

e



* Setting a crond to publish the records
{{{
[root@apel ~]# cat /etc/cron.d/apel-publisher
PATH=/sbin:/bin:/usr/sbin:/usr/bin
# New accounting publisher
15 5 * * * root /usr/bin/apelclient >> /var/log/apel.log 2>&1

i

* Running apelclient (OK)

{{{

[root@test07 yum.repos.d]# /usr/bin/apelclient

2014-01-23 13:46:52,455 - client - INFO - Starting apel client version 1.1.2
2014-01-23 13:46:52,456 - client - INFO - Connecting to the database ...
2014-01-23 13:46:52,465 - apel.db.backends.mysql - INFO - Connected to
localhost:3306

2014-01-23 13:46:52,465 - apel.db.backends.mysql - INFO - Database: apelclient;
username: apel

2014-01-23 13:46:52,465 - client - INFO - Connected.

2014-01-23 13:46:52,465 - client - INFO -
2014-01-23 13:46:52,466 - client - INFO - Starting spec updater.
2014-01-23 13:46:52,650 - client - INFO - Spec updater finished.
2014-01-23 13:46:52,650 - client - INFO -
2014-01-23 13:46:52,650 - client - INFO -
2014-01-23 13:46:52,651 - client - INFO - Starting joiner.

2014-01-23 13:46:52,651 - apel.db.backends.mysql - INFO - Creating JobRecords
2014-01-23 13:46:52,839 - apel.db.backends.mysql - INFO - Done.

2014-01-23 13:46:52,839 - client - INFO - Joining complete.

2014-01-23 13:46:52,839 - client - INFO -
2014-01-23 13:46:52,840 - client - INFO -
2014-01-23 13:46:52,840 - client - INFO - Starting summariser.

2014-01-23 13:46:52,840 - apel.db.backends.mysql - INFO - Summarising job
records...

2014-01-23 13:46:52,848 - apel.db.backends.mysql - INFO - Done.
2014-01-23 13:46:52,849 - client - INFO - Summarising complete.
2014-01-23 13:46:52,849 - client - INFO -
2014-01-23 13:46:52,849 - client - INFO -
2014-01-23 13:46:52,849 - client - INFO - Starting unloader.

2014-01-23 13:46:52,849 - client - INFO - Will unload from VJobRecords.
2014-01-23 13:46:52,850 - apel.db.unloader - INFO - Getting records updated since:
2014-01-23 13:43:35

2014-01-23 13:46:54,276 - apel.db.backends.mysql - INFO - Updating timestamp.
2014-01-23 13:46:54,277 - client - INFO - Unloaded 3221 records in 4 messages.
2014-01-23 13:46:54,277 - apel.db.unloader - INFO - Writing sync messages.
2014-01-23 13:46:54,279 - client - INFO - Unloaded 9 sync records in 1 messages.
2014-01-23 13:46:54,279 - client - INFO - Unloading complete.

2014-01-23 13:46:54,279 - client - INFO -
2014-01-23 13:46:54,280 - client - INFO -
2014-01-23 13:46:54,280 - client - INFO - Starting SSM.
2014-01-23 13:46:54,983 - client - INFO - Found 1 brokers.




2014-01-23 13:46:54,983 - client - INFO - No server certificate supplied. Will not
encrypt messages.

2014-01-23 13:46:54,983 - client - ERROR - Failed to initialise SSM: No destination
queue is configured.

2014-01-23 13:46:54,983 - client - ERROR - Messages have not been sent.
2014-01-23 13:46:54,983 - client - INFO - SSM stopped.

2014-01-23 13:46:54,984 - client - INFO -
2014-01-23 13:46:54,984 - client - INFO - Client finished

i

emi.apel-ssm.sl5.x86 64-2.1.1 + EMl.apel-parser.s15.x86 64-2.2.1

* emi.apel-ssm.sl15.x86 64-2.1.1 repository

{{{

[root@test07 yum.repos.d]# cat EMI.apel-ssm.sl5.x86 64.repo

# EGI Software Repository - REPO META (releaseld,repositoryld,repofileld) -
(6544,1439,1365)

[EMIL.apel-ssm.s15.x86 64]

name=EMI.apel-ssm.sl5.x86 64
baseurl=http://admin-repo.egi.eu/sw/unverified/umd-3.emi.apel-ssm.sl15.x86 64/2/1/1/
enabled=1

protect=1

priority=1

gpgcheck=1
gpgkey=http://emisoft.web.cern.ch/emisoft/dist/EMI/3/RPM-GPG-KEY-emi

i

* yum install apel-ssm apel-lib apel-client

S8

Package
Repository

Arch
Size

Version

Installing:
apel-client
UMD-3-updates
apel-lib
UMD-3-updates

noarch
14k
noarch
43k

1.1.2-0.el5

1.1.2-0.el5



apel-ssm noarch 2.1.1-0.el5

EMlI.apel-ssm.sl5.x86 64 19 k
Installing for dependencies:

MySQL-python x86 64 1.2.3-0.1.cl.el5
sl-base 95k

mysql x86 64 5.0.95-5.el5 9
sl-base 4.9M

perl-DBI x86_64 1.52-2.¢el5
sl-base 605 k

python-daemon noarch 1.5.2-3.el5
epel 29k

python-dirq noarch 1.4-1.el5
epel 54k

python-is08601 noarch 0.1.4-2.el5
epel 11k

python-ldap x86 64 2.2.0-2.1
sl-base 123 k

python-lockfile noarch 0.8-3.el5
epel 18k

python-ssl x86 64 1.15-3.el5
epel 26 k

stomppy noarch 3.0.3-1.el5.1
epel 38k

Transaction Summary

e

* yum install mysql
{{{

yum install mysql-server

service mysqld start

chkconfig --level 345 mysqld on

/usr/bin/mysqladmin -u root password 'umdtestapel'
/usr/bin/mysqladmin -u root -h test07.egi.cesga.es password 'umdtestapel'

i

* The APEL client database schema is located at /usr/share/apel/client.sql

* Creating a new database

S8

mysql -u root -p -e "create database apelclient"

H

* Creating new database schema

H

mysql -u root -p apelclient < /usr/share/apel/client.sql



i

* Grant Permissions to the Database

S8

mysql -u root -p'umdtestapel’

GRANT ALL PRIVILEGES on apelclient.* to 'apel'@'localhost' IDENTIFIED BY
'umdtestapel’;

GRANT ALL PRIVILEGES on apelclient.* to 'apel'@'test06.egi.cesga.es'
IDENTIFIED BY 'umdtestapel';

i

* Apel publisher client configuration

{{{
[root@test07 yum.repos.d]# cat /etc/apel/client.cfg

# Information about the apel client database

[db]
hostname = localhost
port = 3306

name = apelclient
username = apel
password = umdtestapel

[spec_updater]

enabled = true

# The GOCDB site name

site._name = UMD-VERIFICATION
ldap host = sbdii02.ncg.ingrid.pt
ldap port=2170

## The following information is necessary for

## local jobs only. Provide an average value for
## machines which your batch system uses.

## Supported specs are HEPSPEC and Si2k

## Provide also a hostname for your batch system.
## This does not need to be a definitive hostname,
## but it should uniquely identify the batch system.
## Example: pbs.gridpp.rl.ac.uk

#lrms_server =

#spec_type = HEPSPEC

#spec value =1.0

[joiner]
enabled = true

local_jobs = false

[unloader]



enabled = true
dir location = /var/spool/apel/

# You may send only summaries of your data to the APEL server,
# rather than individual job records.

# This reduces the network load.

send summaries = false

# You may send 'withheld' instead of the user's DN in the
# GlobalUserName field. This is only valid for individual
# job records.

withhold dns = false

# Optional: send ONLY these VOs to the APEL server.
# This overrides exclude vos.
#include vos = atlas,cms,lhcb

# Optional: do not send these VOs to the APEL server.
# This does not take effect if include vos is set.
#exclude vos = atlas,cms

# Which records to send:
# latest - just send the new records to the server
# gap - send records from between the specified dates (inclusive)

# this is only for individual job records
# all - send all records to the server. Don't do this for individual
# job records without talking to the apel team!

interval = latest

## only used if interval = gap
#gap start =2012-01-01
#gap end =2012-01-31

# Send CAR-format records - only for job records
send ur = false

[ssm]
enabled = true

[logging]

logfile = /var/log/apel/client.log
level = INFO

console = true

e

* SSM Configuration
{{{
cat /etc/apel/sender.cfg
S T R T R S R B R R R R
HHHHHHERH



# Required: broker configuration options
#

[broker]

# The SSM will query a BDII to find brokers available. These details are for the
# EGI production broker network

bdii: 1dap://Icg-bdii.cern.ch:2170

network: TEST-NWOB

# OR (these details will only be used if the broker network settings aren't used)
#host: test-msg01.afroditi.hellasgrid.gr

#port: 6163

# broker authentication. If use ssl is set, the certificates configured
# in the mandatory [certificates] section will be used.
use_ssl: false

T R R s
HHHHHHHHHHHE
# Required: Certificate configuration

[certificates]

certificate: /etc/grid-security/hostcert.pem

key: /etc/grid-security/hostkey.pem

capath: /etc/grid-security/certificates

# If this is supplied, outgoing messages will be encrypted
# using this certificate

#server cert: /etc/grid-security/servercert.pem

S T R T R S R B R R R R
HHHHHHERH

# Messaging configuration.

#

[messaging]

# Queue to which SSM will send messages
destination: /queue/global.accounting.cputest. CENTRAL

# Outgoing messages will be read and removed from this directory.
path: /var/spool/apel/outgoing

[logging]

logfile: /var/log/apel/ssmsend.log

# Available logging levels:

# DEBUG, INFO, WARN, ERROR, CRITICAL
level: INFO

console: true

e



* Setting a crond to publish the records
{{{
[root@apel ~]# cat /etc/cron.d/apel-publisher
PATH=/sbin:/bin:/usr/sbin:/usr/bin
# New accounting publisher
15 5 * * * root /usr/bin/apelclient >> /var/log/apel.log 2>&1

i

* Running apelclient (OK)

{{{

[root@test07 yum.repos.d]# /usr/bin/apelclient

2014-01-23 13:46:52,455 - client - INFO - Starting apel client version 1.1.2
2014-01-23 13:46:52,456 - client - INFO - Connecting to the database ...
2014-01-23 13:46:52,465 - apel.db.backends.mysql - INFO - Connected to
localhost:3306

2014-01-23 13:46:52,465 - apel.db.backends.mysql - INFO - Database: apelclient;
username: apel

2014-01-23 13:46:52,465 - client - INFO - Connected.

2014-01-23 13:46:52,465 - client - INFO -
2014-01-23 13:46:52,466 - client - INFO - Starting spec updater.
2014-01-23 13:46:52,650 - client - INFO - Spec updater finished.
2014-01-23 13:46:52,650 - client - INFO -
2014-01-23 13:46:52,650 - client - INFO -
2014-01-23 13:46:52,651 - client - INFO - Starting joiner.

2014-01-23 13:46:52,651 - apel.db.backends.mysql - INFO - Creating JobRecords
2014-01-23 13:46:52,839 - apel.db.backends.mysql - INFO - Done.

2014-01-23 13:46:52,839 - client - INFO - Joining complete.

2014-01-23 13:46:52,839 - client - INFO -
2014-01-23 13:46:52,840 - client - INFO -
2014-01-23 13:46:52,840 - client - INFO - Starting summariser.

2014-01-23 13:46:52,840 - apel.db.backends.mysql - INFO - Summarising job
records...

2014-01-23 13:46:52,848 - apel.db.backends.mysql - INFO - Done.
2014-01-23 13:46:52,849 - client - INFO - Summarising complete.
2014-01-23 13:46:52,849 - client - INFO -
2014-01-23 13:46:52,849 - client - INFO -
2014-01-23 13:46:52,849 - client - INFO - Starting unloader.

2014-01-23 13:46:52,849 - client - INFO - Will unload from VJobRecords.
2014-01-23 13:46:52,850 - apel.db.unloader - INFO - Getting records updated since:
2014-01-23 13:43:35

2014-01-23 13:46:54,276 - apel.db.backends.mysql - INFO - Updating timestamp.
2014-01-23 13:46:54,277 - client - INFO - Unloaded 3221 records in 4 messages.
2014-01-23 13:46:54,277 - apel.db.unloader - INFO - Writing sync messages.
2014-01-23 13:46:54,279 - client - INFO - Unloaded 9 sync records in 1 messages.
2014-01-23 13:46:54,279 - client - INFO - Unloading complete.

2014-01-23 13:46:54,279 - client - INFO -
2014-01-23 13:46:54,280 - client - INFO -
2014-01-23 13:46:54,280 - client - INFO - Starting SSM.
2014-01-23 13:46:54,983 - client - INFO - Found 1 brokers.




2014-01-23 13:46:54,983 - client - INFO - No server certificate supplied. Will not
encrypt messages.

2014-01-23 13:46:54,983 - client - ERROR - Failed to initialise SSM: No destination
queue is configured.

2014-01-23 13:46:54,983 - client - ERROR - Messages have not been sent.
2014-01-23 13:46:54,983 - client - INFO - SSM stopped.

2014-01-23 13:46:54,984 - client - INFO -
2014-01-23 13:46:54,984 - client - INFO - Client finished

i

New Features/Fixed Bugs

Additional Info

I opened the ggus ticket, https.//ggus.eu/ws/ticket_info.php?ticket=100506, because [
Jjust wanted to know if I could verify if SSL worked with the testing broker, but it is not
possible until April. I open the GGUS ticket because I got an error when I tried to
publish the records using the SSL option.



https://ggus.eu/ws/ticket_info.php?ticket=100506
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