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* Infrastructure and operations architecture
— Services
— Monitoring and management tools

» Operations
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Installed Capacity

EGI—!n.SPIRE and Council 306,000 Disk (PB) 155 PB
Participants

Tape (PB) 150 PB
Including integrated and peer

RPs 429,000
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Resource | Including integrated RPs 351
Centres
Supporting MPI 87
Countries | EGI-INSPIRE & EGI Council members 43
Including integrated RPs 59

Integrated EGI-InSPIRE Partners and EGI Council Members

Internal/External Resource Providers (being integrated)

External Resource Providers (integrated)
Peer Resource Providers



Distribution of compute resources

CERN-PROD
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Status: OK
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CPU Usage

Usage metrics Nov 2012 -

CPU wall clock time Million hour/day 50.6

Average Job/day (Million) 1.8

Jobs
High-Energy Physics 88.23%
AstronomY and 2.00 %
Astrophysics

Distribution of usage

(main disciplines) Life Sciences 1.11%
Remaining disciplines 8.40%
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EGI Participant: National Grid  a provider (RP) ~
Initiatives (NGIs), European responsible for

Intergovernmental Research  ,-ns the Layer lll.
Organisations (EIROs) N Ire EGI Resource Infrastructure

dre

/R
NGI/EIRO EGl.eu Network > Resource Provider

e
o

MoUs

Resource Provider ©

EGI Operations, TF-NOC 12-12-2012 7

EGI-InSPIRE RI-261323 www.egi.eu



Operations services

« Central operations services provided by EGIl.eu In
collaboration with National Grid Initiatives
— Operations coordination
— Central operations tools
— User and administrator support
— Reporting, accounting

- National operations services provided by the
National Grid Initiatives (NGIs)

— Some NGls share operations services

« EC support through the EGI-INSPIRE project
until April 2014

EGI Operations, TF-NOC 12-12-2012 8

EGI-InSPIRE RI-261323 www.egi.eu



Security operations

[ Secu rity Coordination Group coordinate overall EGI security activities ]

EGI CSIRT

-

)

Incident Response Task Force
(incident handling and coordination)

Y

Security monitoring
(Pakiti, Security Nagios, Security Dashboard)

I\

Security drills

Training and dissemination

L

.

4 Software N\

e Security
Vulnerability Policy Group
Group
Handling Develop and
reported maintain
vulnerabilities, security
vulnerability policies
assessment,
secure coding
education o
g J\___ eal

|

|

J |

| EUGHdPMA

External software
providers (EMI/IGE/...)

][ PRACE/XEDE/OSG/... ]
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- Federated offering of compute and storage
resources

— Transparent access to heterogeneous computing
batch systems, disk and tape

— Highly distributed

— User authentication and authorization
e X.509 certificates
« Virtual Organization membership

« Experimenting federated identify provisioning and translation

of user credentials into short term X.509 certificates (on-line
CAs)

* Integrated compute — data management services through
delegation of user credentials
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« Data access (file based)
« Data transfer and replication

* File catalogues to track the location of copies of
data

e Job submission

« Workload management for the distribution of
compute resources

* VO membership service
« Authentication and authorization
 Information discovery system
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Service Availability Monitoring (SAM)

SAM (CERN, SRCE, AUTH) monitoring
framework for RCs and services

— main data sources for the
Operations Dashboard

M [ twork
,_CREAM_LCGCE_CRITICAL, Size By: Logical CPUs, Date: 05-06-2012 09:27:13 UTC

- data source to generate | Region
Availability/Reliability statistics | : 1

— local/central components:

1. test submission framework: based
on the Nagios system and
customised by the Nagios
Configurator Generator

2. databases for storage of
information about topology
(Aggregated Topology Provider),
metrics (Metrics Description
DataBase) and results (Metrics
Results Store)

3. Vvisualisation tool GUI: MVEGI
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Operations Portal

Operations Portal (development and operation by CNRS)

provides a single access point to information, tools and facilities for various actors (NGl
Operations Centres, VO managers, etc.)

Central operations dashboard (with NGI
national views)

ESi Towards a sustainable Inilra?trulclure \\ﬁ CCINEP3
[ cOD Dashboard | VO Information | EGI Broadcast | VO Management | Aboutus |
Modules: .
i CENTRAL OPERATIONS PORTAL
- Broadcast tool for e
Com m u nication acrOSS N G I Dashboard Downtimes Handover User List Regional List Metrics
operators, resource i — B
administrators and users o e v e
- VO Id Card and VO Management | ="~
- Operation Dashboard ] (E—TE S
— b\ i | AUVERGRID INZP3-LPC, Clermont-Ferrand, France g%
- (new) Security Dashboard — — — ‘__F:
- (new) VO Operations Dashboard : E=Cn)
A— EES
* ©_MicRrIE Grille de Recherche d'Ile de Franca (GRIF) % = E
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GOCDB (STFC/UK)

EGI relies on a central
configuration database to
record

Authoritative service end points
Status of services (in
production, testing, in
maintenance, ...)

Resource centre administrators
NGI operators, security officers
NGI operations managers

GOCDB 4

Browse
o My Site

NGIs

Sites

Service Group:

Service Endpoints
Add
o Add Site
o Add Service Group
o Add Service Endpoint
o Add Downtime
Downtimes

© Recent & Planned
About GOCDB4
o Doc, Help & Support

eniide
sy, NGIs
e E I EGI's Mational Grid Initiatives

Whatis an NGI?

Search

User Status

P o eccs

- NGI_AL
B cr srMcRD
M NGL_BA

A

ﬂ NGL_BG
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9 Sites

1 Site

5 Sites

1 Site

49 Sites

G Sites

@ Sites

Description

Regional Operating Centre fof Asia
Pacific

EGL.eu Operations Centre hosting
central operations tools

Mational Grid Infrastructure for
Sdentific Research in Belarus
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http://goc.egi.eu/

EGI Helpdesk

° EGI HelpdeSk (KIT/DE) GGUS WelcometoGGUS-theééiHelpdesk

d . - b d - h Tickets @ GGUS Latest news
IStrI ute Syste I I I Wlt a AL » Information on your GGUS account News from GGUS 2011-06-10 12
Did you know... ¥~ » Submit a new ticket via browser » Monday, 13th of June is 4

. FAQ & Wiki » Submit a new ticket via email
central component (Global Grid
i ID Status Date Info (last modified: 2011-05-27 06:3
EocUmEnation » 57070 assigned  2011-02-24  Problem with MPI in requesting nodes for. ..
Training

U Ser S u p po rt G G U S) i nte rfaCe d » Show my complete ticket list (open/closed/subscribed) GGUS tools/reports
= Registration
g » Search ticket database » Report Generator
» GGUS ticket timeline tool
Latest open tickets » Escalation reports
OCal nelpdesKs o " Vietrics repors
» 71487 none MNAGIOS *org.sam.CE-JobSubmit-/ops/Role=Ilcgadmin™ ___

Search ticket

— 1stand 2" |evel support provided

Support staff

centrally by EGl.eu
— 3" level support provided by i aci
technology providers (SLAS)

— Seamlessly interfaced to
technology provider helpdesks

5 none NAGIOS *org.sam.SRM-GetSURLs-/ops/Role=lcgadmin® __._

5 other High number of jobs fail (vo = phena) GGUS development plar]

none NAGIOS *org.sam.CREAMCE-JobSubmit-/ops/Role=lcgad. ..

5 none NAGIOS *org.sam.CREAMCE-JobSubmit-/ops/Role=lcgad. ..

) none NAGIOS *org.sam.CREAMCE-JobSubmit-fops/Role=lcgad. ..

none NAGIOS *org.sam.CE-JobSubmit-/ops/Role=Ilcgadmin® _._

none NAGIOS *org.sam.CREAMCE-JobSubmit-/ops/Role=lcgad. ..

47 atlas Bad gridftp door at BNL dcdoor09

475 none NAGIOS *org apel APEL-Pub* failed on testbed001 g GGUS Search
- __atlas SLACXRD over 2500 iobs failed with No child broces._

» Description of developmg]
» Submit a request for a ne|
» Browse current open feat|
» Ongoing worklist & Releg
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http://helpdesk.egi.eu/

Accounting and service leve

management
« Central gathering of accounting information and
central availability/reliability reporting system

— Only a small set of NGIs keeping a local registry of
accounting data

EGI ACCOUNTING PORTAL

GLOBAL View | [ VO MANAGER View | [ VO MEMBER View | [ SITE ADMIN View | [ USER View
fierarchical Tree EGI View --» Production

Tierl D ]

%T'_eri MNorm. Sum CPU (kSI2K-hours) + Mormalised CPU time to a reference
jer.
aCuuntries EUTS R Start year: 2012 Start month: 1 End year. 2012 =
7@} EGI Show dats for: REGION + =5 a function of. VO -
b Bl AsiaPacific P © e I ToR 10 O AL
CERN
D% s D&nupthelﬁtnf\"’o;inanew categony
EGLeu

b L NGI_AEGIS Type: GROUP BAR ~ Scale: LINEAR =

& NGI_AL [Clexciude dteam and ops Vs jobs information
b 8l NGI_ARMGRID (@ Grid Jobs Only (©) Grid Jobs and Local Jobs © Local .
b gl NGI_BA
b gl ne1_se
b gL ne1_BY Refresh
b @l ne1_cu Normalised CPU time (kSI2K) by REGION and VO.
1) ne1_cveriD LHC VOs_ January 2012 - December 2012.
bl ne_cz
1 8l ne1_DE The following table lists the sites that have not published accounting data to GOC during the last 3 months. This probably in
b gl NGI_FI so listed sites are encouraged to take the appropiate measures to correct it
b 8l NGI_FRANCE sites NOT publishing accounting data to GOC in the last 3 months
b gl NGI_GE | ___Region | Sies_________ |
b Bl NGI_GRNET AsiaPacific IRAPVHEP, JP-KEH-CRC-02, MY-USI-GCL, TW-EMIPPS, TW-NTU-HEF

. NGI_DE MsiGRID, UNI-BONN

- NGI_FI CSC, FI_AA, FI_Aalto, FI_Helsinki, FI_JYU, FI_LUT, FI_Gulu, FI_TUT, FI_UEF, FI_UTU

b gl ne1_tu NGI I e 16
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NGI operations structure

* Roles

— NGI operators on duty - providing support to national administrators and
users

— NGI security officer
— NGI operations manager

 Coverage
— 9:00-17:00, 5 days per week
— Central operations tools > 24/7
» Notification mechanisms in case of failure outside office hours (in progress)
 How are the NGI operations organized?

— Mostly centralized, some distributed, outsourcing across NGIs is common
practice

* Tools
— Integrated/interoperating tools across all NGls
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EGI-InSPIRE RI-261323

What types of users are using your network and services?

— Various scientific disciplines
— EC-funded projects and spontaneous collaborations - Virtual Organizations

Minimum availability/reliability guaranteed by all Resource Centres

— User SLAs being developed
— Resource Centre OLA

— NGI OLA

— EGl.eu OLA
Communication and user registration

— User community board (EGI level policy board)
— Broadcast tool to all VO managers/VO users

— VOs are centrally registered

— User VO membership registered through the VOMS services (distributed,
one VO can be served by multiple instances for HA)

EGI Operations, TF-NOC 12-12-2012
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Inter-NGIl communication

e NGI-level communication

— Weekly meetings, NGI-specific support channels and
mailing lists and documentation

 EGI-level communication
— Centrally maintained documentation, wiki, broadcast

— Operations management board for EGI-level
coordination of operations

* |Inter-NGI communication
— Broadcast tool, wiki, mailing lists, discussion forum
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Documentation

* What information does EGI document?
« Technical guides for service administrators
« User documentation
* Procedures
* Policies
* FAQSs
« \Which tools are used to create and
update documentation?
* Wiki and DocDB
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Collaborations

« DANTE-EGI.eu MoU recently finalized

— Network support services
« Performance tuning (PERT)
* Troubleshooting
* PerfSONAR MDM

— Integration of helpdesks will be investigated
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« Federation of NGI operations
— EGIl.eu operations central services
— NGI operations services

* Tightly coupled operations model facilitated by the
availability of a limited set of technology providers

— Integration of heterogeneous software stacks is
possible

* One system of integrated or interoperating
operations tools
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