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1 Authentication

An authentication token that is strongly bound to an individual must be applied consistently across the software used within the production infrastructure. The authentication system must be capable of supporting a delegation model.

1.1 Authentication Interface

The primary authentication token within the infrastructure is the X.509 certificate and its proxy derivatives. The certificates and any proxy schemes must follow specifications that are fully integrated into the https protocol (as opposed to the httpg protocol). Wherever possible the user should not be exposed to certificates and their associated handling.

1.2 CAs root certificates Distribution

These QC deal with the distribution of the EuGridPMA [R 3] root certificates.

	CA checksum

	ID
	AUTHN_CA _1

	Mandatory

	Applicability
	CA Distribution

	Deprecation
	None

	Related Requirements
	None

	

	Description

Test the correctness of each of the CAs certificates included in the distribution.

	Input from TP

Checksum test of each of the root certificates distributed.

	Test Description

	Pre-requirements
	None

	Input
	Checksums

	Output
	None

	Pass/Fail 
	Pass if for each of the CA certificates, the MD5 checksum is correct

	Pass/Fail Criteria

Pass if the test is provided and passes.

	Related Information



	History




	CA valid dates

	ID
	AUTHN_CA _2

	Mandatory

	Applicability
	CA Distribution

	Deprecation
	None

	Related Requirements
	None

	

	Description

Test that the dates of the CA certificates are valid for the current date.

	Input from TP

Data validity test of each of the root certificates distributed.

	Test Description

	Pre-requirements
	None

	Input
	List of root certificates

	Output
	Valid dates for the certificates

	Pass/Fail 
	Pass if the current date is in the range of valid dates of the CA certificate

	Example test code
	#!/bin/sh

check_dates() {

    certfile=$1

    start=`openssl x509 -in $certfile -noout -startdate | cut -f2 -d"="`

    if [ $? -ne 0 ] ; then

        echo "Error while processing $certfile"

        return 1

    fi

    now=`date +%s`

    start_sec=`date +%s -d"$start"`

    if [ $now -lt $start_sec ] ; then

        echo "$start is before now in $certfile!"

        return 1

    fi

    end=`openssl x509 -in $certfile -noout -enddate | cut -f2 -d"="`

    if [ $? -ne 0 ] ; then

        echo "Error while processing $certfile"

        return 1

    fi

    end_sec=`date +%s -d"$end"`

    if [ $end_sec -lt $now ] ; then

        echo "$end is after now in $certfile!"

        return 1

    fi

    return 0

}

ret=0

for cert in /etc/grid-security/certificates/*.0; do

    check_dates $cert

    if [ $? -ne 0 ] ; then

        pkg=`rpm -qf $cert`

        echo "Package $pkg is not valid"

        ret=1

    fi

done

exit $ret

	Pass/Fail Criteria

Pass if the test is provided and passes.

	Related Information



	History




	CA CRL check

	ID
	AUTHN_CA _3

	Mandatory

	Applicability
	CA Distribution

	Deprecation
	None

	Related Requirements
	None

	

	Description

The CRL of the CAs must be available for download and must be valid.

	Input from TP

Test that the CRL of the CA is available for download and it's valid.

	Test Description

	Pre-requirements
	None

	Input
	List of URL of each of the CRLs

	Output
	None

	Pass/Fail 
	Test will pass if the CRL can be downloaded and can be loaded by openssl.

	Example test code
	#!/bin/sh

check_crl() {

    url_file=$1

    url=`cat $url_file`

    crl=`mktemp`

    wget -q $url -O $crl

    if [ $? -ne 0 ] ; then

        echo "Unable to download crl from $url"

        rm  $crl

        return 1

    fi

    openssl crl -in $crl -noout &> /dev/null

    if [ $? -ne 0 ] ; then

        # try in other format

        openssl crl -inform der -in $crl -noout &> /dev/null

        if [ $? -ne 0 ] ; then

            echo "Unable to load crl"

            rm $crl

            return 1

        fi

    fi

    rm $crl

    return 0

}

ret=0

for cert in /etc/grid-security/certificates/*.crl_url; do

    check_crl $cert

    if [ $? -ne 0 ] ; then

        pkg=`rpm -qf $cert`

        echo "Package $pkg is not valid"

        ret=1

    fi

done

exit $ret



	Pass/Fail Criteria

Pass if the test is provided and passes.

	Related Information



	History




2 Credential Management

The Credential Management capability provides an interface for obtaining, delegating and renewing authentication credentials by a client using a remote service.
2.1 Credential Management Interface

One of the key functionalities in this area is the linking of institutional authentication systems (e.g. Kerberos, Shibboleth) to the transparent issuing of certificates for use in the infrastructure through identity federations. This should be provided for operational deployment through the use of web portals and web service interfaces.

3 User Management

Resources within the production infrastructure are made available to controlled collaborations of users represented in the infrastructure through Virtual Organisations (VOs). Access to a VO is governed by a VO manager who is responsible for managing the addition and removal of users and the assignment of users to groups and roles within the VO.

3.1 User Management Interface

An interface is needed to issue proxy certificates relating to the roles and groups that an individual has within a VO. The corresponding attributes may also be delivered back to the client through SAML assertions.
4 Authorization

The implementation of access control policy – authorisation – needs to take place on many levels. Sites will wish to restrict access to particular VOs and individuals. Sites or VOs may wish to stop certain users accessing particular services. The infrastructure as a whole may need to ban particular users from the whole infrastructure. Policy Enforcement Points (PEPs) will be embedded into many components throughout the infrastructure and will use Policy Decision Points (PDPs) to drive access control decisions.

4.1 Authorization Interface

APIs and libraries are needed for the integration of PEPs into software and a defined interface for the PDP is needed to allow different PDPs to be deployed within the infrastructure.
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