Quality Criteria Verification

Executive Summary

For QCV, Stage Rollout, DMSU and EGI internal

	Name of the component
	ARGUS

	Release
	EMI.argus1.0.0
	UMD1.0
	

	Software Provider
	

	Release Contact
	Cristina Aiftimei 
	cristina.aiftimiei@pd.infn.it
	

	
	

	Validator
	Esteban Freire García 
	esfreire@cesga.es
	

	
	

	Component status
	Accepted
	Date
	07/06/11

	Verification start date
	07/06/11
	Verification end date
	13/06/11


Summary of Quality Criteria verification:

	
	Generic Quality Criteria Total (Critical/Non critical)

	
	Passed
	Not passed
	Not Applicable
	Total

	TP
	
	
	
	

	VLD
	16
	
	
	16

	
	Specific Quality Criteria

	TP
	
	
	
	

	VLD
	19
	
	
	19


Summary:

EMI-ARGUS was installed from UMD repository without any important issue. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". This is mentioned in "validator comments" section.

Validator comments:

emi.argus was installed without problems, the complete list of used repositories from UMD is this:

=== Repositories ===

    * EPEL and EGI-trustanchors repositories.

{{{

rpm -Uvh http://download.fedora.redhat.com/pub/epel/5/i386/epel-release-5-4.noarch.rpm

}}}

{{{

/etc/yum.repos.d/epel-testing.repo

/etc/yum.repos.d/epel.repo

}}}

{{{

wget http://repository.egi.eu/sw/production/cas/1/current/repo-files/egi-trustanchors.repo -O /etc/yum.repos.d/egi-trustanchors.repo

}}}

    * Remove dag repository

{{{

mv /etc/yum.repos.d/dag.repo /root/

}}}

    * Disabling yum auto-update

{{{

wget http://forge.cnaf.infn.it/frs/download.php/101/disable_yum.sh

sh -x disable_yum.sh 

}}}

(!) Verifier must install a new repo for each product, this information is available at RT ticket field: 

{{{

[root@test10 yum.repos.d]# cat argus_test_sa2.repo

# EGI Software Repository - REPO META (releaseId,repositoryId,repofileId) 

[argus_egi]

name=argus_egi

baseurl=http://admin-repo.egi.eu/sw/unverified/emi.argus.sl5.x86_64/1/3/0

enabled=1

priority=30

gpgcheck=0

}}}

=== Installation ===

 * Installing the CAs

{{{

yum install ca-policy-egi-core 

}}}

 * Install fetch-crl and enable it:

{{{

yum install fetch-crl

service fetch-crl-cron start

chkconfig fetch-crl-cron on

}}}

==== Installing the argus software ====

 * Install the argus metapackage:

 * yum install emi-argus

{{{

Jun 03 14:59:04 Installed: giflib-4.1.3-7.1.el5_3.1.x86_64

Jun 03 14:59:05 Installed: argus-pep-api-c-2.0.2-1.sl5.x86_64

Jun 03 14:59:05 Installed: argus-pepcli-2.0.0-1.sl5.x86_64

Jun 03 14:59:05 Installed: emi-version-1.0.0-1.sl5.x86_64

Jun 03 14:59:07 Installed: glite-yaim-core-5.0.0-1.sl5.noarch

Jun 03 14:59:07 Installed: yaim-argus_server-1.3.0-2.sl5.noarch

Jun 03 14:59:10 Installed: tzdata-java-2011g-1.el5.x86_64

Jun 03 14:59:18 Installed: 1:java-1.6.0-openjdk-1.6.0.0-1.20.b17.el5.x86_64

Jun 03 14:59:19 Installed: argus-pdp-1.3.0-5.sl5.noarch

Jun 03 14:59:22 Installed: argus-pap-1.3.2-1.sl5.noarch

Jun 03 14:59:24 Installed: argus-pep-server-1.3.0-7.sl5.noarch

Jun 03 14:59:26 Installed: emi-argus-1.3.0-6.sl5.x86_64

}}}

 * Make sure to place the two files in the target node into the /etc/grid-security directory. Then set the proper mode and ownerships doing:

{{{

chown root.root /etc/grid-security/hostcert.pem

chown root.root /etc/grid-security/hostkey.pem

chmod 600 /etc/grid-security/hostcert.pem

chmod 400 /etc/grid-security/hostkey.pem

}}}

==== YAIM configuration Configuration ==== 

 * Documentation about yaim variables relevant for ARGUS configuration available at:

 * [https://twiki.cern.ch/twiki/bin/view/LCG/Site-info_configuration_variables#ARGUS]

 * Yaim script was used for Argus , this is the content for the used site-info.def:

# YAIM example site configuration file - adapt it to your site!

##############################

# CE configuration variables #

##############################

# Argus service hostname

ARGUS_HOST=test10.egi.cesga.es

WMS_HOST=tst04.ific.uv.es

BDII_HOST=topbdii02.ncg.ingrid.pt

SITE_BDII_HOST=sbdii02.ncg.ingrid.pt

##LFC_HOST=lxb7607.cern.ch

PX_HOST=my-px.$MY_DOMAIN

MON_HOST=test07.egi.cesga.es

YAIM_LOGGING_LEVEL=DEBUG

# PAP administrator DN allowed to use 'pap-admin' command

#PAP_ADMIN_DN="/DC=es/DC=irisgrid/O=cEMI-ARGUS was installed from UMD repository without any important issue. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". This is mentioned in "validator comments" section.esga/CN=esteban.freire"

PAP_ADMIN_DN="/DC=es/DC=irisgrid/O=cesga/CN=javier-lopez"

# These variables tell YAIM where to find additional configuration files.

USERS_CONF=/opt/glite/yaim/etc/users.conf

GROUPS_CONF=/opt/glite/yaim/etc/groups.conf

# VOS="atlas alice lhcb cms dteam biomed"

# Space separated list of supported VOs by your site

VOS="ops dteam ops.vo.ibergrid.eu iber.vo.ibergrid.eu"

#::::::::::::::

#ops

#::::::::::::::

VO_OPS_VOMS_EMI-ARGUS was installed from UMD repository without any important issue. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". This is mentioned in "validator comments" section.SERVERS="vomss://voms.cern.ch:8443/voms/ops?/ops/"

VO_OPS_VOMSES="'ops voms.cern.ch 15009 /DC=ch/DC=cern/OU=computers/CN=voms.cern.ch ops'"

VO_OPS_VOMS_CA_DN="'/DC=ch/DC=cern/CN=CERN Trusted Certification Authority' '/DC=ch/DC=cern/CN=CERN Trusted Certification Authority'"

EMI-ARGUS was installed from UMD reposEMI-ARGUS was installed from UMD repository without any important issue. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". This is mentioned in "validator comments" section.itory without any important issue. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". This is mentioned in "validator comments" section.

#::::::::::::::

#dteam

#::::::::::::::

VO_DTEAM_VOMS_SERVERS='vomss://voms.hellasgrid.gr:8443/voms/dteam?/dteam/'

VO_DTEAM_VOMSES="'dteam lcg-voms.cern.ch 15004 /DC=ch/DC=cern/OU=computers/CN=lcg-voms.cern.ch dteam 24' 'dteam voms.cern.ch 15004 /DC=ch/DC=cern/OU=computers/CN=voms.cern.ch dteam 24' 'dteam voms.hellasgrid.gr 15004 /C=GR/O=HellasGrid/

OU=hellasgrid.gr/CN=voms.hellasgrid.gr dteam 24' 'dteam voms2.hellasgrid.gr 15004 /C=GR/O=HellasGrid/OU=hellasgrid.gr/CN=voms2.hellasgrid.gr dteam 24'"

VO_DTEAM_VOMS_CA_DN="'/DC=ch/DC=cern/CN=CERN Trusted Certification Authority' '/DC=ch/DC=cern/CN=CERN Trusted Certification Authority' '/C=GR/O=HellasGrid/OU=Certification Authorities/CN=HellasGrid CA 2006' '/C=GR/O=HellasGrid/OU=Certif

ication Authorities/CN=HellasGrid CA 2006'"

## IBERGRID VOS ##

# ops.vo.ibergrid.eu

VO_OPS_VO_IBERGRID_EU_VOMS_SERVERS="'vomss://voms02.ncg.ingrid.pt:8443/voms/ops.vo.ibergrid.eu?/ops.vo.ibergrid.eu'"

VO_OPS_VO_IBERGRID_EU_VOMSES="'ops.vo.ibergrid.eu voms02.ncg.ingrid.pt 40001 /C=PT/O=LIPCA/O=LIP/OU=Lisboa/CN=voms02.ncg.ingrid.pt ops.vo.ibergrid.eu'"

VO_OPS_VO_IBERGRID_EU_VOMS_CA_DN="'/C=PT/O=LIPCA/CN=LIP Certification Authority'"

# iber.vo.ibergrid.eu

VO_IBER_VO_IBERGRID_EU_VOMS_SERVERS="'vomss://voms02.ncg.ingrid.pt:8443/voms/iber.vo.ibergrid.eu?/iber.vo.ibergrid.eu'"

VO_IBER_VO_IBERGRID_EU_VOMSES="'iber.vo.ibergrid.eu voms02.ncg.ingrid.pt 40003 /C=PT/O=LIPCA/O=LIP/OU=Lisboa/CN=voms02.ncg.ingrid.pt iber.vo.ibergrid.eu'"

VO_IBER_VO_IBERGRID_EU_VOMS_CA_DN="'/C=PT/O=LIPCA/CN=LIP Certification Authority'"

ops.vo.ibergrid.eu and iber.vo.ibergrid.eu VOs were included from verification VOMS server installed at LIP. (voms02.ncg.ingrid.pt)

LB and WMS were configured at IFIC (tst04.ific.uv.es & tst05.ific.uv.es)

TopBDII was configured for verification in topbdii02.ncg.ingrid.pt.

After these changes it was executed yaim:

===== Configuring with YAIM =====

{{{

[root@test10 etc]# /opt/glite/yaim/bin/yaim -c -s site-info.def -n ARGUS_server

Unable to connect to localhost.localdomain:8153, perhaps the service is not running

   DEBUG: Making a backup copy of the configuration files

   INFO: Create the PDP /etc/argus/pdp/pdp.ini file

   INFO: Fixing files and directory permissions

   INFO: Register /etc/init.d/argus-pdp...

   INFO: Starting PDP service...

   INFO: Executing function: config_pep_service_setenv 

   DEBUG: No environment setting

   INFO: Executing function: config_pep_service 

   DEBUG: Checking whether PEP is actually installed

   INFO: Stopping PEP daemon service...

PAP encountered an error that could not be dealt with, shutting down!

Error: Unsupported principal name: '"/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es"'. Very probably there is a syntax error in the dn or fqan that was being parsed, check the syntax of your configuration file.

org.glite.authz.pap.authz.exceptions.PAPAuthzConfigurationException: Unsupported principal name: '"/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es"'. Very probably there is a syntax error in the dn or fqan that was being parsed, check the syntax of your configuration file.


at org.glite.authz.pap.authz.AuthzConfigurationParser.parseLine(AuthzConfigurationParser.java:221)


at org.glite.authz.pap.authz.AuthzConfigurationParser.parse(AuthzConfigurationParser.java:275)


at org.glite.authz.pap.authz.AuthzConfigurationParser.parse(AuthzConfigurationParser.java:245)


at org.glite.authz.pap.authz.AuthorizationEngine.<init>(AuthorizationEngine.java:65)


at org.glite.authz.pap.authz.AuthorizationEngine.initialize(AuthorizationEngine.java:80)


at org.glite.authz.pap.server.PAPService.start(PAPService.java:97)


at org.glite.authz.pap.server.PAPContextListener.contextInitialized(PAPContextListener.java:76)


at org.mortbay.jetty.handler.ContextHandler.startContext(ContextHandler.java:548)


at org.mortbay.jetty.servlet.Context.startContext(Context.java:136)


at org.mortbay.jetty.webapp.WebAppContext.startContext(WebAppContext.java:1239)


at org.mortbay.jetty.handler.ContextHandler.doStart(ContextHandler.java:517)


at org.mortbay.jetty.webapp.WebAppContext.doStart(WebAppContext.java:466)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.mortbay.jetty.handler.HandlerCollection.doStart(HandlerCollection.java:152)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.mortbay.jetty.handler.HandlerWrapper.doStart(HandlerWrapper.java:130)


at org.mortbay.jetty.Server.doStart(Server.java:224)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.glite.authz.pap.server.standalone.PAPServer.<init>(PAPServer.java:172)


at org.glite.authz.pap.server.standalone.PAPServer.main(PAPServer.java:451)

Unable to connect to localhost.localdomain:8155, perhaps the service is not running

   DEBUG: Making a backup copy of the configuration files

   INFO: Create the PEP daemon /etc/argus/pepd/pepd.ini file

   INFO: Fixing files and directory permissions in /usr/share/argus/pepd

   INFO: Starting PEP daemon service...

   INFO: Configuration Complete.                                               [  OK  ]

   INFO: YAIM terminated succesfully.

}}}

{{{

[root@test10 etc]# /usr/sbin/papctl status

PAP not running...removing stale pid file

PAP not running!

[root@test10 etc]# /usr/sbin/papctl stop

PAP  server is not running!

[root@test10 etc]# /usr/sbin/papctl start

[root@test10 etc]# /usr/sbin/papctl status

PAP running!

[root@test10 etc]# PAP encountered an error that could not be dealt with, shutting down!

Error: Unsupported principal name: '"/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es"'. Very probably there is a syntax error in the dn or fqan that was being parsed, check the syntax of your configuration file.

org.glite.authz.pap.authz.exceptions.PAPAuthzConfigurationException: Unsupported principal name: '"/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es"'. Very probably there is a syntax error in the dn or fqan that was being parsed, check the syntax of your configuration file.


at org.glite.authz.pap.authz.AuthzConfigurationParser.parseLine(AuthzConfigurationParser.java:221)


at org.glite.authz.pap.authz.AuthzConfigurationParser.parse(AuthzConfigurationParser.java:275)


at org.glite.authz.pap.authz.AuthzConfigurationParser.parse(AuthzConfigurationParser.java:245)


at org.glite.authz.pap.authz.AuthorizationEngine.<init>(AuthorizationEngine.java:65)


at org.glite.authz.pap.authz.AuthorizationEngine.initialize(AuthorizationEngine.java:80)


at org.glite.authz.pap.server.PAPService.start(PAPService.java:97)


at org.glite.authz.pap.server.PAPContextListener.contextInitialized(PAPContextListener.java:76)


at org.mortbay.jetty.handler.ContextHandler.startContext(ContextHandler.java:548)


at org.mortbay.jetty.servlet.Context.startContext(Context.java:136)


at org.mortbay.jetty.webapp.WebAppContext.startContext(WebAppContext.java:1239)


at org.mortbay.jetty.handler.ContextHandler.doStart(ContextHandler.java:517)


at org.mortbay.jetty.webapp.WebAppContext.doStart(WebAppContext.java:466)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.mortbay.jetty.handler.HandlerCollection.doStart(HandlerCollection.java:152)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.mortbay.jetty.handler.HandlerWrapper.doStart(HandlerWrapper.java:130)


at org.mortbay.jetty.Server.doStart(Server.java:224)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.glite.authz.pap.server.standalone.PAPServer.<init>(PAPServer.java:172)


at org.glite.authz.pap.server.standalone.PAPServer.main(PAPServer.java:451)

}}}

(!) There is already a open ggus ticket and bug with this issue:

 *  Ggus ticket, https://ggus.eu/dmsu/dmsu_ticket.php?ticket=69841 , 

 *  Savannah Bug, https://savannah.cern.ch/bugs/?82193 not fixed

 *  Using kerberos style "service" names in the certificate CN is long deprecated, so it is necessary request a new certificate without "host/" in the CN. The current version of Argus does not yet support host certificates that have "CN=host/" in the DN (obsolete syntax):

EMI-ARGUS was installed from UMD repository without any important issue. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". This is mentioned in "validator comments" section.

(!) I requested a new digital certificate with the DN (without host service defined): /DC=es/DC=irisgrid/O=cesga/CN=test10.egi.cesga.es and the YAIM configuration finished ok

{{{

DEBUG: Appending value "/usr/share/argus/pap/bin" to environment variable PATH.

   DEBUG: Deleting value "/usr/share/argus/pap/bin" from environment variable PATH.

   DEBUG: Setting environment variable PAP_HOME, to value "/usr/share/argus/pap".

   DEBUG: Unset environment variable PAP_HOME.

   INFO: Executing function: config_pap_service 

   DEBUG: Checking whether PAP is actually installed

   INFO: Stopping PAP service...

Ok.

   DEBUG: Making a backup copy of the configuration files

   INFO: Create the PAP /usr/share/argus/pap/conf/pap_configuration.ini file

   DEBUG: Retrieving the DN of the host certificate

   INFO: Create the PAP /usr/share/argus/pap/conf/pap_authorization.ini file

   INFO: Create the PAP /usr/share/argus/pap/conf/pap-admin.properties file

   INFO: Fixing files and directory permissions in /usr/share/argus/pap

   INFO: Starting PAP service...

   INFO: Executing function: config_pdp_service_setenv 

   DEBUG: No environment setting

   INFO: Executing function: config_pdp_service 

   DEBUG: Checking whether PDP is actually installed

   INFO: Stopping PDP service...

   DEBUG: Making a backup copy of the configuration files

   INFO: Create the PDP /etc/argus/pdp/pdp.ini file

   INFO: Fixing files and directory permissions

   INFO: Register /etc/init.d/argus-pdp...

   INFO: Starting PDP service...

   INFO: Executing function: config_pep_service_setenv 

   DEBUG: No environment setting

   INFO: Executing function: config_pep_service 

   DEBUG: Checking whether PEP is actually installed

   INFO: Stopping PEP daemon service...

   DEBUG: Making a backup copy of the configuration files

   INFO: Create the PEP daemon /etc/argus/pepd/pepd.ini file

   INFO: Fixing files and directory permissions in /usr/share/argus/pepd

   INFO: Starting PEP daemon service...

   INFO: Configuration Complete.                                               [  OK  ]

   INFO: YAIM terminated succesfully.

}}}

=== TESTING ===

==== Checking ldap (FAIL) - But is not offered in the VO card, so it is ok ====

{{{

[root@ce2 etc]#   ldapsearch -x -H ldap://test10.egi.cesga.es:2170 -b o=grid 

ldap_bind: Can't contact LDAP server (-1)

}}}

(!) LDAP is not configured

==== Configuring a policy (OK) ====

{{{

[root@test10 ~]# wget http://wwwae.ciemat.es/~delgadop/from-groupmap-to-policy.sh

[root@test10 ~]#  sh from-groupmap-to-policy.sh > my-policy.spl

[root@test10 ~]#  pap-admin add-policies-from-file my-policy.spl

}}}

(!) I edited the generated file with the policy to implement, and I change the directive "resource"  and the directive "action" for:

{{{

--> resource "http://www.egee.cesga.es/test10" {

--> action ".*" {

}}}

{{{

[root@test10 tests]# pap-admin lp

default (local):

resource "http://www.egee.cesga.es/test10" {

    obligation "http://glite.org/xacml/obligation/local-environment-map" {

    }

    action ".*" {

        rule permit { pfqan="/ops/Role=lcgadmin/Capability=NULL" }

        rule permit { pfqan="/ops/Role=lcgadmin" }

        rule permit { pfqan="/ops/Role=NULL/Capability=NULL" }

        rule permit { pfqan="/ops" }

        rule permit { pfqan="/ops/Role=pilot/Capability=NULL" }

        rule permit { pfqan="/ops/Role=pilot" }

        rule permit { pfqan="/dteam/Role=lcgadmin/Capability=NULL" }

        rule permit { pfqan="/dteam/Role=lcgadmin" }

        rule permit { pfqan="/dteam/Role=production/Capability=NULL" }

        rule permit { pfqan="/dteam/Role=production" }

        rule permit { pfqan="/dteam/Role=NULL/Capability=NULL" }

        rule permit { pfqan="/dteam" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=VO-Admin/Capability=NULL" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=VO-Admin" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=SW-Admin/Capability=NULL" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=SW-Admin" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=Production/Capability=NULL" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=Production" }

        rule permit { pfqan="/ops.vo.ibergrid.eu/Role=NULL/Capability=NULL" }

        rule permit { pfqan="/ops.vo.ibergrid.eu" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=VO-Admin/Capability=NULL" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=VO-Admin" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=SW-Admin/Capability=NULL" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=SW-Admin" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=Production/Capability=NULL" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=Production" }

        rule permit { pfqan="/iber.vo.ibergrid.eu/Role=NULL/Capability=NULL" }

        rule permit { pfqan="/iber.vo.ibergrid.eu" }

    }

}

}}}

====== After this, it is necessary to configure the CREAM-CE service to support ARGUS ======

 * We added to the site-info.def for the cream-Ce service the following variables, and I run YAIM configuration again on cream-CE service:

 (!) I followed the information displayed on:

 * http://wiki.italiangrid.org/twiki/bin/view/CREAM/SystemAdministratorGuideForEMI1#2_9_1_How_to_enable_a_certain_VO
{{{

#########################################

# ARGUS authorisation framework control #

#########################################

# Set USE_ARGUS to yes to enable the configuration of ARGUS

USE_ARGUS=yes

# In case ARGUS is to be used the following should be set

# The ARGUS service PEPD endpoints as a space separated list:

ARGUS_PEPD_ENDPOINTS="https://test10.egi.cesga.es:8154/authz"

CREAM_PEPC_RESOURCEID="http://www.egee.cesga.es/test10"

}}}

(!) For the directive "CREAM_PEPC_RESOURCEID", it is a URN, so I just invent the content, because link, http://www.egee.cesga.es/test10, does not exist, the only thing that matters is that you need to put the same content/value on this directive on the CREAM-CE that you have put in the ARGUS service, in the directive --> resource "http://www.egee.cesga.es/test10" 

(!) Note, that is https for ARGUS_PEPD_ENDPOINTS 

==== Access through http (OK) ====

 * Connect to https://test10.egi.cesga.es:8150/pap/services is working
==== Checking the main daemons (OK) ====

{{{

[root@test10 etc]# /etc/init.d/argus-pap status

PAP running!

[root@test10 etc]# /etc/init.d/argus-pdp status

service: Argus PDP version 1.3.0

start_time: 1307605602359

number_of_processors: 1

memory_usage: 35MB

total_requests: 0

total_completed_requests: 0

total_request_errors: 0

policy_load_instant: 1307605605853

current_policy: root-default-263b4700-2cfe-4ccd-aaab-9241ae00ccf0

current_policy_version: 1

[root@test10 etc]# /etc/init.d/argus-pepd 

Usage: /etc/init.d/argus-pepd {start|stop|restart|status|clearcache}

[root@test10 etc]# /etc/init.d/argus-pepd status

service: Argus PEP Server version 1.3.0

start_time: 1307605606525

number_of_processors: 1

memory_usage: 40MB

total_requests: 0

total_completed_requests: 0

total_request_errors: 0

}}}

==== Trying some tests ====

===== Submitting jobs from the an UI in Production as OPS SGM user  =====

 * Playing with the policy established before (ok)

{{{

- First test with sgm Role for OPS VO (OK):

[esfreire@ui ~]$ voms-proxy-info --all

subject   : /DC=es/DC=irisgrid/O=cesga/CN=javier-lopez/CN=proxy

issuer    : /DC=es/DC=irisgrid/O=cesga/CN=javier-lopez

identity  : /DC=es/DC=irisgrid/O=cesga/CN=javier-lopez

type      : proxy

strength  : 512 bits

path      : /tmp/x509up_u527

timeleft  : 11:59:57

=== VO ops extension information ===

VO        : ops

subject   : /DC=es/DC=irisgrid/O=cesga/CN=javier-lopez

issuer    : /DC=ch/DC=cern/OU=computers/CN=voms.cern.ch

attribute : /ops/Role=lcgadmin/Capability=NULL

attribute : /ops/NGI/Role=NULL/Capability=NULL

attribute : /ops/NGI/Portugal/Role=NULL/Capability=NULL

attribute : /ops/NGI/Spain/Role=NULL/Capability=NULL

attribute : /ops/Role=NULL/Capability=NULL

timeleft  : 11:59:57

[esfreire@ui ~]$  glite-ce-delegate-proxy -e test06.egi.cesga.es esfreire4

2011-06-10 09:00:47,289 NOTICE - Proxy with delegation id [esfreire4] succesfully delegated to endpoint [https://test06.egi.cesga.es:8443//ce-cream/services/gridsite-delegation]

[esfreire@ui ~]$ glite-ce-proxy-renew -e test06.egi.cesga.es esfreire4

2011-06-10 09:01:15,680 NOTICE - Proxy with delegation id [esfreire4] succesfully renewed to endpoint [https://test06.egi.cesga.es:8443//ce-cream/services/gridsite-delegation]

[esfreire@ui ~]$ glite-ce-job-submit -D esfreire4 -r test06.egi.cesga.es:8443/cream-pbs-GRID_ops testCream1.jdl

https://test06.egi.cesga.es:8443/CREAM463771797 

}}}

{{{

- Second test, as a normal user for  VO and from the EMI UI (under UMD testing) (OK):

[esfreire@test13 ~]$ voms-proxy-info --all

subject   : /DC=es/DC=irisgrid/O=cesga/CN=esteban.freire/CN=proxy

issuer    : /DC=es/DC=irisgrid/O=cesga/CN=esteban.freire

identity  : /DC=es/DC=irisgrid/O=cesga/CN=esteban.freire

type      : proxy

strength  : 1024 bits

path      : /tmp/x509up_u505

timeleft  : 11:59:50

key usage : Digital Signature, Key Encipherment, Data Encipherment

=== VO ops.vo.ibergrid.eu extension information ===

VO        : ops.vo.ibergrid.eu

subject   : /DC=es/DC=irisgrid/O=cesga/CN=esteban.freire

issuer    : /C=PT/O=LIPCA/O=LIP/OU=Lisboa/CN=voms02.ncg.ingrid.pt

attribute : /ops.vo.ibergrid.eu/Role=NULL/Capability=NULL

timeleft  : 11:59:58

uri       : voms02.ncg.ingrid.pt:40001

[esfreire@test13 ~]$  glite-ce-delegate-proxy -e test06.egi.cesga.es esfreire5

2011-06-10 09:02:29,420 NOTICE - Proxy with delegation id [esfreire5] succesfully delegated to endpoint [https://test06.egi.cesga.es:8443//ce-cream/services/gridsite-delegation]

[esfreire@test13 ~]$  glite-ce-proxy-renew -e test06.egi.cesga.es esfreire5

2011-06-10 09:02:40,335 NOTICE - Proxy with delegation id [esfreire5] succesfully renewed to endpoint [https://test06.egi.cesga.es:8443//ce-cream/services/gridsite-delegation]

[esfreire@test13 ~]$  glite-ce-job-submit -D esfreire5 -r test06.egi.cesga.es:8443/cream-pbs-GRID_opsibeu testCream1.jdl

https://test06.egi.cesga.es:8443/CREAM114525011

}}}

 * Trying a new policy, pretty similar to the first one but more permissive (OK)

{{{

[root@test10 tests]# pap-admin lp

default (local):

resource "http://www.egee.cesga.es/test10" {

    obligation "http://glite.org/xacml/obligation/local-environment-map" {

    }

    action ".*" {

        rule permit { vo="ops" }

        rule permit { vo="dteam" }

        rule permit { vo="ops.vo.ibergrid.eu" }

        rule permit { vo="iber.vo.ibergrid.eu" }

    }

}

}}}

{{{

[esfreire@test13 ~]$  voms-proxy-init --voms ops.vo.ibergrid.eu 

Enter GRID pass phrase:

Your identity: /DC=es/DC=irisgrid/O=cesga/CN=esteban.freire

Creating temporary proxy ..................... Done

Contacting  voms02.ncg.ingrid.pt:40001 [/C=PT/O=LIPCA/O=LIP/OU=Lisboa/CN=voms02.ncg.ingrid.pt] "ops.vo.ibergrid.eu" Done

Creating proxy .................................................................. Done

Your proxy is valid until Fri Jun 10 02:17:43 2011

[esfreire@test13 ~]$ glite-ce-delegate-proxy -e test06.egi.cesga.es esfreire2

2011-06-09 14:17:53,753 NOTICE - Proxy with delegation id [esfreire2] succesfully delegated to endpoint [https://test06.egi.cesga.es:8443//ce-cream/services/gridsite-delegation]

[esfreire@test13 ~]$ glite-ce-proxy-renew -e test06.egi.cesga.es esfreire2

2011-06-09 14:18:17,419 NOTICE - Proxy with delegation id [esfreire2] succesfully renewed to endpoint [https://test06.egi.cesga.es:8443//ce-cream/services/gridsite-delegation]

[esfreire@test13 ~]$ glite-ce-job-submit -D esfreire2 -r test06.egi.cesga.es:8443/cream-pbs-GRID_opsibeu testCream1.jdl 

https://test06.egi.cesga.es:8443/CREAM493862243

}}}

 * Using tests from:

 * http://glite.cvs.cern.ch/cgi-bin/glite.cgi/org.glite.testsuites.ctb/Argus/
===== test-PAP-FUNC1.sh (OK) =====

{{{

[root@test10 tests]# ./test-PAP-FUNC-1.sh\?revision\=1.8 

Thu Jun 9 10:04:16 CEST 2011

---Test-PAP-FUNC-1---

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

2) testing required poll_interval 

OK

3) testing syntax error: missing ']'

OK

4) testing syntax error: missing '='

FAILED

5) testing argus syntax error: missing ']'

OK

6) testing argus syntax error: missing ':'

FAILED

7) testing argus syntax error: missing 'permission'

FAILED

---Test-PAP-FUNC-1: TEST FAILED---

Thu Jun 9 10:06:41 CEST 2011

}}}

=====  test-PAP-FUNC2.sh (OK) =====

{{{

[root@test10 tests]# vi test-PAP-FUNC-2.sh\?revision\=1.5 

[root@test10 tests]# ./test-PAP-FUNC-2.sh\?revision\=1.5 

Thu Jun 9 10:40:14 CEST 2011

---Test-PAP-FUNC-2---

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

1) testing missing configuration file

OK

2) testing missing argus file

PAP encountered an error that could not be dealt with, shutting down!

Error: PAP Authorization configuration file not found: /usr/share/argus/pap/conf/pap_authorization.ini

org.glite.authz.pap.common.exceptions.PAPConfigurationException: PAP Authorization configuration file not found: /usr/share/argus/pap/conf/pap_authorization.ini


at org.glite.authz.pap.authz.AuthorizationEngine.<init>(AuthorizationEngine.java:55)


at org.glite.authz.pap.authz.AuthorizationEngine.initialize(AuthorizationEngine.java:80)


at org.glite.authz.pap.server.PAPService.start(PAPService.java:97)


at org.glite.authz.pap.server.PAPContextListener.contextInitialized(PAPContextListener.java:76)


at org.mortbay.jetty.handler.ContextHandler.startContext(ContextHandler.java:548)


at org.mortbay.jetty.servlet.Context.startContext(Context.java:136)


at org.mortbay.jetty.webapp.WebAppContext.startContext(WebAppContext.java:1239)


at org.mortbay.jetty.handler.ContextHandler.doStart(ContextHandler.java:517)


at org.mortbay.jetty.webapp.WebAppContext.doStart(WebAppContext.java:466)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.mortbay.jetty.handler.HandlerCollection.doStart(HandlerCollection.java:152)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.mortbay.jetty.handler.HandlerWrapper.doStart(HandlerWrapper.java:130)


at org.mortbay.jetty.Server.doStart(Server.java:224)


at org.mortbay.component.AbstractLifeCycle.start(AbstractLifeCycle.java:50)


at org.glite.authz.pap.server.standalone.PAPServer.<init>(PAPServer.java:172)


at org.glite.authz.pap.server.standalone.PAPServer.main(PAPServer.java:451)

OK

---Test-PAP-FUNC-2: TEST PASSED---

}}}

=====  test-list-policies.sh (OK) =====

{{{

[root@test10 tests]# ./test-list-policies.sh\?revision\=1.3 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:22:47 CEST 2011

---Test-List-Policies---

1) testing list policies on an empty repository

default (local):

No policies has been found.

OK

2) testing list policies

OK

2) testing list policies with wrong pap-alias

org.glite.authz.pap.repository.exceptions.NotFoundException: Not found: papAlias=dummy_pap

OK

---Test-List-Polices: TEST PASSED---

Thu Jun 9 11:23:21 CEST 2011

}}}

=====  test-ban-unban.sh (OK) =====

{{{

root@test10 tests]# ./test-ban-unban.sh\?revision\=1.5 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:26:54 CEST 2011

---Test-BAN/UNBAN---

1) testing user ban

OK

2) testing user unban

OK

3) testing unbanning non existing subject

ban policy not found.

OK

---Test-BAN/UNBAND: TEST PASSED---

Thu Jun 9 11:27:08 CEST 2011

}}}

===== test-ban-unban-fqan.sh (OK) =====

{{{

[root@test10 tests]# ./test-ban-unban-fqan.sh\?view\=co 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:28:49 CEST 2011

---Test-BAN/UNBAN-FQAN---

1) testing fqan ban

OK

2) testing fqan unban

OK

3) testing unbanning non existing fqan

ban policy not found.

OK

---Test-BAN/UNBAND-FQAN: TEST PASSED---

Thu Jun 9 11:29:04 CEST 2011

}}}

===== test-remove-policies.sh (OK) =====

{{{

[root@test10 tests]# ./test-remove-policies.sh\?revision\=1.3 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:32:34 CEST 2011

---Test-Remove-Policies---

1) testing removal with non existing id

error.

org.glite.authz.pap.repository.exceptions.NotFoundException: Id not found: dummy_id

OK

2) testing removal with resource id

ID=0a31c286-c39d-4016-ae05-7359e62a85da

OK

3) testing removal with action id

ID=public-12829fc5-609d-4b22-8d10-c21f8d3bace0

OK

4) testing removal with rule id

ID=d232137b-d4cb-4257-8260-29b5fd3d158b

OK

5) testing removal with multiple rules

ID=8a4fb8a4-32b5-4dc5-85c8-ebef301d6310

a322069a-c339-40d2-b01e-8cc3f6fbdf36

6c5ab02b-8eb6-48dd-912c-20a4d7e49b04

OK

6) testing removal with multiple rules and one wrong

ID=814955e3-4316-42c5-975d-f5778e54e0c6

277a2dc9-04ea-4dc2-8b91-e1592d31163f

a5090e1a-af24-4902-8af7-4a6595bf53e0

error.

org.glite.authz.pap.repository.exceptions.NotFoundException: Id not found: another-non-existing-id

OK

7) testing removal with empty repository

error.

org.glite.authz.pap.repository.exceptions.NotFoundException: Id not found: 814955e3-4316-42c5-975d-f5778e54e0c6

OK

---Test-Remove-Polices: TEST PASSED---

Thu Jun 9 11:35:18 CEST 2011

}}}

===== pap-ping.sh  =====

{{{

[root@test10 tests]# ./pap-ping.sh\?view\=co 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:46:17 CEST 2011

---Test-PAP-Ping---

1) test PAP ping

Contacting PAP at "https://test10.egi.cesga.es:8150/pap/services/"... ok (PAP version: 1.3.2)

OK

---Test-PAP-Ping: TEST PASSED---

Thu Jun 9 11:46:22 CEST 2011

}}}

=====  set-get-pap-orders.sh (OK) =====

{{{

[root@test10 tests]# ./set-get-pap-orders.sh\?revision\=1.3 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:48:36 CEST 2011

---Test-Set/Get-paps-order---

1) testing gpo with no order

default

OK

2) testing spo with 3 paps

OK

2) Inverting the order

OK

3) using a non existing alias

org.glite.authz.pap.distribution.DistributionConfigurationException: Error in remote paps order: unknown alias "local-pp3"

OK

---Test-Set/Get-paps-order: TEST PASSED-

}}}

===== set-get-poll-interval.sh (OK) =====

{{{

[root@test10 tests]# ./set-get-poll-interval.sh\?revision\=1.3 

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

Thu Jun 9 11:50:14 CEST 2011

---Test-Set/Get-Poll-Interval---

1) Setting polling time

OK

2) Retrieving polling time

OK

---Test-Set/Get-Poll-Interval: TEST PASSED---

Thu Jun 9 11:50:23 CEST 2011

}}}

=====  test-authz.sh (OK) =====

{{{

[root@test10 tests]# ./test-authz.sh\?view\=co 

Thu Jun 9 11:51:35 CEST 2011

---Test-argus---

PAP_CTRL set to: /etc/rc.d/init.d/argus-pap

1) testing lp with no authorization

OK

2) testing lp with anyone full power

OK

---Test-argus: TEST PASSED---

Thu Jun 9 11:52:51 CEST 2011

}}}

=====  test-configuration.sh (OK) =====

{{{

root@test10 tests]# ./test-configuration.sh\?view\=co 

PDP_CTRL set to: argus-pdp

Argus

Thu Jun 9 11:54:56 CEST 2011

---Test-PDP-Configuration---

1) testing pdp status

OK

---Test-PDP-Configuration: TEST PASSED---

Thu Jun 9 11:54:56 CEST 2011

}}}

Not applicable Quality Criteria

Specific Functional Tests to be repeated in SR:

	Test number
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Specific Non-functional tests (Scalability, etc…) to be repeated in SR:

	Test number
	Description
	Motivation

	
	
	

	
	
	

	
	
	


Comments for UMD QC definition (TSA2.2):

· Review criteria xxxx

· Add criteria xxxx

Comments for SR (TSA1.3):

 - As it was already mentioned in "validator comments" section. The PAP authorization configuration parser does not support kerberized style DN like, "/DC=es/DC=irisgrid/O=cesga/CN=host/test10.egi.cesga.es". I had to request a new host certificate without the service name in the DN. There is already open a savannah bug and ggus ticket about it, so I'm did not open a new one:

https://savannah.cern.ch/bugs/?82193
https://ggus.eu/dmsu/dmsu_ticket.php?ticket=69841
Comments for DMSU (TSA2.5):

Comments for TP:

 - In order to know the software license for ARGUS, I needed to have a look on the savannah patch,https://savannah.cern.ch/task/?18586 , I did not find this information on the Argus release notes. There is a list with the “artefacts” (packages to install), but this list of packages is not linked with the links where this packages are found, so one needs to go to this source and find the packages there.

- And just to comment too, it would be great it YAIM configured automatically the policy to run on the system, because it results a bit difficult generate a policy the first time. As it was commented in the "validator comments" section, I used the script to generate a default policy from the link, https://twiki.cern.ch/twiki/bin/view/LCG/GlexecDeployment#How_to_implement_gLExec_on_the_W
