Quality Criteria Verification

Executive Summary

For QCV, Stage Rollout, DMSU and EGI internal

	Name of the component
	IGE.globus-default-security

	Release
	V5.0.4
	RT Ticket
	2874

	Software Provider
	IGE

	Release Contact
	Name: 
	E-Mail
	

	
	 Mattias Ellert                     mattias.ellert@fysast.uu.se

	Validator
	Name:
	E-Mail
	

	
	Alvaro Simon                     asimon@cesga.es

	V. Hours Worked
	3h

	Component status
	Accepted
	Date
	28/09/11

	Verification start date
	28/09/11
	Verification end date
	28/09/11


Summary of Quality Criteria verification:

	
	Generic Quality Criteria Total (Critical/Non critical)

	
	Passed
	Not passed
	Not Applicable
	Total

	TP
	
	
	
	

	VLD
	13
	0/1
	2
	16

	
	Specific Quality Criteria

	TP
	
	
	
	

	VLD
	4
	0
	5
	9


Summary:

No issues found during the verification process.

Validator comments:

 * Repositories:

''# cat IGE.globus-default-security.sl5.x86_64.repo ''

{{{

# EGI Software Repository - REPO META (releaseId,repositoryId,repofileId) - (2727,346,269)

[IGE.globus-default-security.sl5.x86_64]

name=IGE.globus-default-security.sl5.x86_64

baseurl=http://admin-repo.egi.eu/sw/unverified/ige.globus-default-security.sl5.x86_64/5/0/3/

enabled=1

protect=1

gpgcheck=1

gpgkey=http://repo-rpm.ige-project.eu/RPM-GPG-KEY-IGE

}}}

 * Install the metapackage:

# yum install ige-meta-globus-default-security

Dependencies Resolved

=============================================================================================================================================================================================================================================

 Package                                                            Arch                                   Version                                              Repository                                                              Size

=============================================================================================================================================================================================================================================

Installing:

 ige-meta-globus-default-security                                   noarch                                 1.0-1.el5                                            IGE.globus-default-security.sl5.x86_64                                 3.7 k

Installing for dependencies:

 automake                                                           noarch                                 1.9.6-2.3.el5                                        sl-base                                                                476 k

 elfutils                                                           x86_64                                 0.137-3.el5                                          sl-base                                                                216 k

 elfutils-libs                                                      x86_64                                 0.137-3.el5                                          sl-base                                                                182 k

 globus-authz                                                       x86_64                                 0.7-4.el5                                            IGE.globus-default-security.sl5.x86_64                                  13 k

 globus-authz-callout-error                                         x86_64                                 0.5-3.el5                                            IGE.globus-default-security.sl5.x86_64                                  10 k

 globus-authz-callout-error-devel                                   x86_64                                 0.5-3.el5                                            IGE.globus-default-security.sl5.x86_64                                 5.7 k

 globus-authz-callout-error-doc                                     x86_64                                 0.5-3.el5                                            IGE.globus-default-security.sl5.x86_64                                  66 k

 globus-authz-devel                                                 x86_64                                 0.7-4.el5                                            IGE.globus-default-security.sl5.x86_64                                 5.1 k

 globus-authz-doc                                                   x86_64                                 0.7-4.el5                                            IGE.globus-default-security.sl5.x86_64                                  80 k

 globus-callout-doc                                                 x86_64                                 0.7-8.el5                                            IGE.globus-default-security.sl5.x86_64                                 110 k

 globus-common-doc                                                  x86_64                                 11.6-2.el5                                           IGE.globus-default-security.sl5.x86_64                                 322 k

 globus-gridmap-callout-error                                       x86_64                                 0.3-2.el5                                            IGE.globus-default-security.sl5.x86_64                                  10 k

 globus-gridmap-callout-error-devel                                 x86_64                                 0.3-2.el5                                            IGE.globus-default-security.sl5.x86_64                                 5.7 k

 globus-gridmap-callout-error-doc                                   x86_64                                 0.3-2.el5                                            IGE.globus-default-security.sl5.x86_64                                  81 k

 globus-gsi-callback-doc                                            x86_64                                 2.8-2.el5                                            IGE.globus-default-security.sl5.x86_64                                 148 k

 globus-gsi-cert-utils-doc                                          x86_64                                 6.7-2.el5                                            IGE.globus-default-security.sl5.x86_64                                 114 k

 globus-gsi-credential-doc                                          x86_64                                 3.5-3.el5                                            IGE.globus-default-security.sl5.x86_64                                 171 k

 globus-gsi-openssl-error-doc                                       x86_64                                 0.14-8.el5                                           IGE.globus-default-security.sl5.x86_64                                 131 k

 globus-gsi-proxy-core-doc                                          x86_64                                 4.7-2.el5                                            IGE.globus-default-security.sl5.x86_64                                 179 k

 globus-gsi-proxy-ssl-doc                                           x86_64                                 2.3-3.el5                                            IGE.globus-default-security.sl5.x86_64                                 131 k

 globus-gsi-sysconfig-doc                                           x86_64                                 3.2-1.el5                                            IGE.globus-default-security.sl5.x86_64                                 206 k

 globus-gss-assist-doc                                              x86_64                                 5.10-1.el5                                           IGE.globus-default-security.sl5.x86_64                                 178 k

 globus-gss-assist-progs                                            x86_64                                 5.10-1.el5                                           IGE.globus-default-security.sl5.x86_64                                  18 k

 globus-gssapi-error-doc                                            x86_64                                 2.5-8.el5                                            IGE.globus-default-security.sl5.x86_64                                 113 k

 globus-gssapi-gsi-doc                                              x86_64                                 7.8-1.el5                                            IGE.globus-default-security.sl5.x86_64                                  83 k

 globus-libxml2                                                     x86_64                                 1.8-1.el5                                            IGE.globus-default-security.sl5.x86_64                                 3.3 k

 globus-libxml2-devel                                               x86_64                                 1.8-1.el5                                            IGE.globus-default-security.sl5.x86_64                                 3.4 k

 globus-openssl-module-doc                                          x86_64                                 1.3-3.el5                                            IGE.globus-default-security.sl5.x86_64                                  70 k

 globus-xio-doc                                                     x86_64                                 2.8-4.el5                                            IGE.globus-default-security.sl5.x86_64                                 908 k

 globus-xio-gsi-driver-doc                                          x86_64                                 0.6-7.el5                                            IGE.globus-default-security.sl5.x86_64                                 212 k

 globus-xio-pipe-driver                                             x86_64                                 0.1-3.el5                                            IGE.globus-default-security.sl5.x86_64                                  13 k

 globus-xio-pipe-driver-devel                                       x86_64                                 0.1-3.el5                                            IGE.globus-default-security.sl5.x86_64                                 4.7 k

 globus-xio-popen-driver                                            x86_64                                 0.9-3.el5                                            IGE.globus-default-security.sl5.x86_64                                  17 k

 globus-xio-popen-driver-devel                                      x86_64                                 0.9-3.el5                                            IGE.globus-default-security.sl5.x86_64                                 5.9 k

 grid-packaging-tools                                               noarch                                 3.2-24.el5                                           IGE.globus-default-security.sl5.x86_64                                 245 k

 libtool                                                            x86_64                                 1.5.22-7.el5_4                                       sl-base                                                                667 k

 libxml2-devel                                                      x86_64                                 2.6.26-2.1.2.8                                       sl-base                                                                2.1 M

 perl-Archive-Tar                                                   noarch                                 1:1.39.1-1.el5_5.1                                   sl-security                                                             53 k

 perl-IO-Zlib                                                       noarch                                 1.04-4.2.1                                           sl-base                                                                 15 k

 rpm-build                                                          x86_64                                 4.4.2.3-20.el5_5.1                                   sl-security                                                            301 k

Transaction Summary

=============================================================================================================================================================================================================================================

Install      41 Package(s)

Upgrade       0 Package(s)

Total download size: 7.6 M

= Configuration =

 * Information http://globus.org.eu/toolkit/docs/5.0/5.0.3/security/gsic/

 * Information (admin) http://globus.org.eu/toolkit/docs/5.0/5.0.3/security/gsic/admin/

 * Information (client) http://globus.org.eu/toolkit/docs/5.0/5.0.3/security/gsic/user/#gsicUser

== Configuring Globus to Trust a Particular Certificate Authority ==

export X509_CERT_DIR=/etc/grid-security/certificates

[root@test20 ~]# /usr/bin/openssl x509 -hash -noout < /etc/grid-security/certificates/pkIRISGrid.pem 

9dd23746

''[asimon@test20 ~]$ grid-cert-diagnostic''

{{{

Checking Environment Variables

==============================

Checking if HOME is set... /home/asimon

Checking if GLOBUS_LOCATION is set... no

Checking if X509_CERT_DIR is set... /etc/grid-security/certificates

Checking if X509_USER_CERT is set... no

Checking if X509_USER_KEY is set... no

Checking if X509_USER_PROXY is set... no

Checking if GRIDMAP is set... no

Checking Security Directories

=======================

Determining trusted cert path... /etc/grid-security/certificates

Checking for cog.properties... not found

Checking for default gridmap location... /home/asimon/.gridmap

Checking if default gridmap exists... failed

    globus_sysconfig: File does not exist: /home/asimon/.gridmap is not a valid file

Checking clock synchronization

=============================

Running ntpdate -u -q 0.pool.ntp.org... WARNING: ntpdate failed

Checking trusted certificates...

================================

Getting trusted certificate list...

Checking CA file /etc/grid-security/certificates/94b468c6.0... ok

Checking that certificate hash matches filename... failed

    CA hash '55994d72.0' does not match CA filename

Checking CA file /etc/grid-security/certificates/8a047de1.0... ok

Checking that certificate hash matches filename... ok

Checking CA certificate name for 8a047de1.0...ok (/C=TH/O=NECTEC/OU=GOC/CN=NECTEC GOC CA)

Checking if signing policy exists for 8a047de1.0... ok

Verifying certificate chain for 8a047de1.0... ok

Checking CA file /etc/grid-security/certificates/98ef0ee5.0... ok

Checking that certificate hash matches filename... ok

Checking CA certificate name for 98ef0ee5.0...ok (/C=UK/O=eScienceRoot/OU=Authority/CN=UK e-Science Root)

Checking if signing policy exists for 98ef0ee5.0... ok

Verifying certificate chain for 98ef0ee5.0... ok

Checking CA file /etc/grid-security/certificates/d11f973e.0... ok

Checking that certificate hash matches filename... ok

Checking CA certificate name for d11f973e.0...ok (/C=FR/O=CNRS/CN=GRID2-FR)

Checking if signing policy exists for d11f973e.0... ok

Verifying certificate chain for d11f973e.0... ok

Checking CA file /etc/grid-security/certificates/1691b9ba.0... ok

Checking that certificate hash matches filename... ok

Checking CA certificate name for 1691b9ba.0...ok (/C=TR/O=TRGrid/CN=TR-Grid CA)

Checking if signing policy exists for 1691b9ba.0... ok

Verifying certificate chain for 1691b9ba.0... ok

Checking CA file /etc/grid-security/certificates/d254cc30.0... ok

Checking that certificate hash matches filename... ok

Checking CA certificate name for d254cc30.0...ok (/DC=ch/DC=cern/CN=CERN Root CA)

Checking if signing policy exists for d254cc30.0... ok

Verifying certificate chain for d254cc30.0... ok

Checking CA file /etc/grid-security/certificates/da75f6a8.0... ok

Checking that certificate hash matches filename... ok

Checking CA certificate name for da75f6a8.0...ok (/DC=IN/DC=GARUDAINDIA/CN=Indian Grid Certification Authority)

Checking if signing policy exists for da75f6a8.0... ok

Verifying certificate chain for da75f6a8.0... ok

Checking CA file /etc/grid-security/certificates/bca425d1.0... ok

Checking that certificate hash matches filename... failed

...

...

}}}

''[asimon@test20 ~]$ grid-cert-diagnostics -p''

{{{

Checking Environment Variables

==============================

Checking if HOME is set... /home/asimon

Checking if GLOBUS_LOCATION is set... no

Checking if X509_CERT_DIR is set... /etc/grid-security/certificates

Checking if X509_USER_CERT is set... no

Checking if X509_USER_KEY is set... no

Checking if X509_USER_PROXY is set... no

Checking if GRIDMAP is set... no

Checking Security Directories

=======================

Determining trusted cert path... /etc/grid-security/certificates

Checking for cog.properties... not found

Checking for default gridmap location... /home/asimon/.gridmap

Checking if default gridmap exists... failed

    globus_sysconfig: File does not exist: /home/asimon/.gridmap is not a valid file

Checking clock synchronization

=============================

Running ntpdate -u -q 0.pool.ntp.org... WARNING: ntpdate failed

Checking Default Credentials

============================

Determining certificate and key file names... ok

Certificate Path: "/home/asimon/.globus/usercert.pem"

Key Path: "/home/asimon/.globus/userkey.pem"

Reading certificate... ok

Reading private key...

ok

Checking Certificate Subject... "/DC=es/DC=irisgrid/O=cesga/CN=alvarosimon"

Checking cert... ok

Checking key... ok

Checking that certificate contains an RSA key... ok

Checking that private key is an RSA key... ok

Checking that public and private keys have the same modulus... ok

Checking certificate trust chain... ok

Checking if subject is in gridmap... error parsing gridmap /home/asimon/.gridmap

}}}

''[asimon@test20 ~]$ grid-cert-info -sd -ed''

{{{

Jan  5 06:40:32 2011 GMT

Jan  5 06:40:32 2012 GMT

}}}

''[asimon@test20 ~]$ grid-cert-info -sd -ed -f /etc/grid-security/hostcert.pem''

{{{

Aug  1 11:32:30 2011 GMT

Jul 31 11:32:30 2012 GMT

}}}

''[asimon@test20 ~]$ grid-cert-info -subject''

{{{

/DC=es/DC=irisgrid/O=cesga/CN=alvarosimon

}}}

''[asimon@test20 ~]$ grid-cert-info -subject -rfc2253''

{{{

CN=alvarosimon,O=cesga,DC=irisgrid,DC=es

}}}

Not applicable Quality Criteria

Specific Functional Tests to be repeated in SR:

	Test number
	Description
	Motivation

	
	
	

	
	
	

	
	
	


Specific Non-functional tests (Scalability, etc…) to be repeated in SR:

	Test number
	Description
	Motivation

	
	
	

	
	
	

	
	
	


Comments for UMD QC definition (TSA2.2):

Comments for SR (TSA1.3):

Comments for DMSU (TSA2.5):

Comments for TP:

