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This document is a formal deliverable for the European Commission, applicable to all members of the EGI-InSPIRE project, beneficiaries and Joint Research Unit members, as well as its collaborating projects.
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VII. PROJECT SUMMARY 

To support science and innovation, a lasting operational model for e-Science is needed − both for coordinating the infrastructure and for delivering integrated services that cross national borders. 

The EGI-InSPIRE project will support the transition from a project-based system to a sustainable pan-European e-Infrastructure, by supporting ‘grids’ of high-performance computing (HPC) and high-throughput computing (HTC) resources. EGI-InSPIRE will also be ideally placed to integrate new Distributed Computing Infrastructures (DCIs) such as clouds, supercomputing networks and desktop grids, to benefit user communities within the European Research Area. 

EGI-InSPIRE will collect user requirements and provide support for the current and potential new user communities, for example within the ESFRI projects. Additional support will also be given to the current heavy users of the infrastructure, such as high energy physics, computational chemistry and life sciences, as they move their critical services and tools from a centralised support model to one driven by their own individual communities.

The objectives of the project are:

1. The continued operation and expansion of today’s production infrastructure by transitioning to a governance model and operational infrastructure that can be increasingly sustained outside of specific project funding.

2. The continued support of researchers within Europe and their international collaborators that are using the current production infrastructure.

3. The support for current heavy users of the infrastructure in earth science, astronomy and astrophysics, fusion, computational chemistry and materials science technology, life sciences and high energy physics as they move to sustainable support models for their own communities.

4. Interfaces that expand access to new user communities including new potential heavy users of the infrastructure from the ESFRI projects.

5. Mechanisms to integrate existing infrastructure providers in Europe and around the world into the production infrastructure, so as to provide transparent access to all authorised users.

6. Establish processes and procedures to allow the integration of new DCI technologies (e.g. clouds, volunteer desktop grids) and heterogeneous resources (e.g. HTC and HPC) into a seamless production infrastructure as they mature and demonstrate value to the EGI community.

The EGI community is a federation of independent national and community resource providers, whose resources support specific research communities and international collaborators both within Europe and worldwide. EGI.eu, coordinator of EGI-InSPIRE, brings together partner institutions established within the community to provide a set of essential human and technical services that enable secure integrated access to distributed resources on behalf of the community. 

The production infrastructure supports Virtual Research Communities (VRCs) − structured international user communities − that are grouped into specific research domains. VRCs are formally represented within EGI at both a technical and strategic level. 

VIII. EXECUTIVE SUMMARY

<< The text should provide a summary of the full report so that the reader can ‘in a page’ understand the problem it has been written to cover. This includes an overview of the background material and motivation for the report, a summary of the analysis, and the report’s main conclusions.>>
<<Linda to write after most other sections complete>>
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1 Introduction

1.1 From the EGI DoW

In the DoW D4.4 is described as “A comprehensive review will be undertaken of the current EGI Production Infrastructure to assess its security vulnerabilities and associated risks. This review will cover the current technologies but also indicate vulnerabilities that will need to be mitigated in new candidate technologies that will be integrated into the infrastructure.” 
1.2 From the EGI Year 1 review 

Recommendation 7:

Consider a ground up security review for grid infrastructures in general and EGI in particular. Start from the question: “what does it mean to be secure (trusted, private, controlled, etc.) in the grid? Remember that people are part of a grid. Consider the results from a verification point of view: can the grid infrastructure offer security assurances in the context of systems accreditation to conduct a range of sensitive services that meet both commercial and regulatory requirements? Work is underway in the ISO 27000 community to try to resolve these types of problem.
Additionally, in the SA1 comments:

Security measures are in place beyond the technical FPVA methodology and are reported in the EGI milestones rather than deliverables. There seems to be a tendency to focus almost exclusively on threats to technical vulnerabilities. While it is gratifying, indeed, that security is being taken seriously in EGI, the current focus may well be too tight. It is a mature but very conventional risk-assessment based technical software system security model. Grids present a particularly complex threat surface and (non-technical) system vulnerabilities may well go completely unobserved, unless a comprehensive approach is taken. Has the question: “What does it mean to be secure in a grid” been asked? Given sufficient resources and time, a grid infrastructure could be rendered secure in the fullest sense, this is very likely not possible in other more highly virtualised environments and represents one of the key grid differentiators. The delivery of D4.4 in M19 offers the opportunity to initiate this investigation and discussion.

1.3 Content of D4.4
This D4.4 Security review describes more than just a review of the technology, as described in the DoW, but a more comprehensive review of security in the Grid environment.  This document includes the following:

· A description of ‘Scope and Aims of EGI Security’. This attempts to answer the question ‘What does it mean to be secure in the Grid’.
· A brief description of the security groups in EGI and the work currently undertaken by these groups. 

· A look at practices and standards, including the ISO27000 series and their applicable to the Grid infrastructure.

· A summary of operational security and the of the type of security incidents that have occurred since the start of EGI, and how they have been dealt with.

· A plan for a security Threat Risk assessment. This will describe the strategy for carrying out this assessment of security threats to the Grid, but the assessment will be carried out over the following months and be reviewed periodically.
Review of EGI security is an on-going process, and is never completed. On-going activities include the reviewing of procedures, addition of new procedures needed, and the carrying out of Security Risk Assessments.
2 Scope and aims of EGI Security  

In this section we attempt to answer the question, “what does it mean to be secure on the grid?”, and “what assurances can we give to users, resource providers and others?” 

2.1 Aims of EGI and EGI security

The EGI home page states “The European Grid Infrastructure enables access to computing resources for European researchers from all fields of science, from High Energy Physics to Humanities.”  EGI aims to provide users with open access to computing resources on the EGI infrastructure, in order to carry out their work. The purpose of security is often seen as to allow people the benefits to which they are entitled. 

EGI security is aimed at the safe integration of and access to distributed resources in the EGI Infrastructure. Traditional approaches to security may not be appropriate in the EGI environment. Many of the traditional approaches used by many commercial companies are largely aimed at preventing widespread access yet within the EGI environment a wide user base is encouraged to access the resources.   Some aspects of a traditional approach to security are appropriate, such as many aspects of good practise in management of resources.  The resources which constitute the EGI Infrastructure are managed by the various Resource Providers (RPs). 
2.2 What should users expect?

The system needs to be suitable for use: users need convenient access to the resources and be confident that the Data and Information Security is appropriate.  They also need to be confident that they cannot accidently damage the system, be liable for unintentional actions that caused serious problems or for actions for which they are not responsible. If charges are implemented for use of resources, users need to be confident that neither they nor their institute can find themselves with a big bill they did not expect. 

2.3 What should Resource Providers expect?

Resource Providers need to be confident that the mechanisms and technology enabling the Grid do not lead to insecure sites, do not lead to damage to their sites, access beyond intended rights such as to other resources on the sites, or damage their reputation.  Resource Providers also need to be confident that they receive appropriate support in the secure deployment of the Grid technology, and that they are not going to find themselves legally liable for actions carried out by others, such as unlawful use of copyright software or other illegal activities. 
2.4 Data and Information Security

2.4.1 Financial Data
The EGI infrastructure does not store or process any Financial information or data. The security systems are not designed to deal with financial data, such as credit card details.  Similarly, the IGTF minimum requirements and assurance level do not specify any guarantees with regards to liability for the identity management system. Although there are no technical limitations prohibiting the infrastructure from dealing with financial data, there is no accompanying policy and liability framework to allow appropriate processing of such data. This applies both for the underlying identity management systems as well as for the EGI security policies and procedures.   

2.4.2 Personal identity and accounting data

Delegated proxies are stored widely in the infrastructure, and are generally accessible to system administrators. This means that we have to trust system administrators not to impersonate users.  

Long lived proxies are stored in the MyProxy server, which has carefully controlled access, and facilitates the renewal of proxies used for long lived jobs.

Accounting data is also stored in the infrastructure. Computing Elements retain job records in files that typically are accessible only to service administrators. Users who are allowed to access a particular Computing Element currently may have access to some aspects of its accounting information. Accounting records are regularly uploaded to the EGI central accounting repository that implements very strict access control rules to protect the privacy of users, while providing details to site, NGI and VO managers in accordance with the AUP. 
2.4.3 General Scientific data 
Scientific data is generally stored in an unencrypted form, but readable only by those authorized. Site administrators can generally access all data stored on the services for which they are responsible. Users need to be sure that their data is stored reliably, and available for access. This means appropriate procedures need to be in place, for example backing up data and/or storing in more than one place.  
2.4.4 Other Scientific Data

If certain applications, e.g. biomedical, need to keep their data confidential it is their responsibility to store the data in encrypted form and manage the encryption keys. For encrypted data, site administrators should not be able to access both the data and the keys.  
2.5 EGI’s Role

EGI’s role is to collaborate with NGIs, Resource Providers and Virtual Research communities to ensure that the Infrastructure is as secure as possible. To tackle this complex problem space EGI has many security activities working in parallel:  Policies (SPG), Procedures (CSIRT and SA1), Software Vulnerability handling (SVG), Operational Security (CSIRT, Incident Response etc), Security Drills, Security monitoring, Security training (to encourage best practice).  EGI also initiates any activities that are regarded as necessary to deal with Security Threats that may be identified. 
2.5.1 EGI’s responsibility
EGI’s responsibility includes collaborating with NGIs, Resource Providers, Users, and Virtual Research Communities, to ensure appropriate controls are in place, and ensure that the procedures available ensure the smooth and secure running of the Grid.  This includes ensuring that the technology which enables the sharing of resources in the EGI infrastructure is as secure as possible. In particular, it includes ensuring that software distributed by EGI or recommended by EGI for installation by Resource Providers is as secure as possible.  
EGI should also encourage Resource Providers, Users, and others who interact with the Grid to carry out good practices.
<<should there be more of this?  Dave Kelsey add/comment?>>
2.5.2 EGI’s responsibility is finite
The EGI Infrastructure is not a single domain and it is not possible to have complete control over all resources. 
For example, the secure operations of the various Resource Providers that make up the infrastructure cannot be EGI’s responsibility, but the responsibility of the various sites, even though the secure running of sites is important to the secure running of the overall EGI infrastructure. Sites are responsible for incident handling, while EGI does provide an incident handling procedure which Resource Providers are expected to follow and members of the CSIRT Team are often able to help, EGI has limited access to log files, and Resource Providers will need to do most of the work themselves in the case of an incident. Similarly, it is up to individual Resource Providers to ensure physical security, such as access to the machine room and fire prevention. 
EGI cannot ever guarantee security, but should do all it can to mitigate risks, help Resource Providers mitigate risks, or encourage others to mitigate risks from identified threats.  
<<should there be more of this?  Dave Kelsey add/comment?>>
2.6 The EGI Ecosystem
The EGI Ecosystem consists of all components that make up or interact with EGI. This includes services provided by Resource Providers (RPs), Users, EGI.eu, training and others. Here is a brief overview of this system. This includes the people who run the resources, trainers etc.
<<Tiziana – is this what you had in mind? (i.e. sections that follow) >>

<<first draft – how far do we want to go in terms of describing interactions? – e.g. do we want to go as far as listing all interactions for Resource Providers, e.g. providing various contacts, or the more simple overview I have done>> 

<< Also, not sure whether people e.g. people who run services should be considered part of each of these, or separate. Similarly funding. >>

2.6.1 National Grid Infrastructures and Resource Providers
The Resource Providers (RPs) are members of the various National Grid Infrastructures (NGIs). The RPs provide the computing resources that constitute the National Grid Infrastructures. This includes the hardware, installing and configuring the software which enables the sharing of resources in a distributed infrastructure, proving their identity, allowing members of various VOs to have access to their resources, ensuring their security and complying with agreed policies.   The Operation of the various RPs is largely co-ordinated by the EGI-InSPIRE project as WP4 (SA1).  Resource providers have access to training on how to run a secure site, as well as help when they need it. 
2.6.2 Software provision
Provisioning the Software Infrastructure is an activity carried out by the EGI-InSPIRE project, as WP5 (SA2). Various recommended default software installations and configurations are available to the RPs. Information on how to obtain appropriate software can be found from the EGI website. The software which enables the sharing of resources is distributed by the EGI Unified Middleware Distribution (UMD), and is built upon the Linux operating system. EGI itself develops very little software (the exception being operational tools) but recommends and re-distributes software, including that provided by external projects such as the European Middleware Initiative (EMI) with which EGI has a service level agreement. 
2.6.3 Virtual Organisations (VOs)

A Virtual Organization (VO) refers to a dynamic set of individuals or institutions defined around a set of resource sharing rules and conditions.  A typical VO in the EGI context is a group of people working in geographically different locations in a particular scientific research area. Users are members of one or more VOs, and Resource Providers give access to their Resources based on membership of various VOs. 
2.6.4 Credential providers
Identity credentials are provided by identity certification by an authority which is a member of the international Grid Trust Federation as in section 3.5.1
Both users and resources need to prove their identity.

Virtual organisations decide who is a member of their particular VO and what rights they have, as well as providing credentials to users to prove their rights.  
Some Resource providers also run VO membership servers, which allow VOs to manage their membership and users to obtain proof of their VO membership rights. 
2.6.5 Users 

Users obtain credentials which prove their identity, based on Identity credentials provided by identity certification by an authority which is a member of the international Grid Trust Federation as in section 3.5.1
They prove which Virtual Organisations they are a member of, which provides them with authorization to carry out actions in the Grid. As part of the process of joining a virtual organisation users also sign an acceptable use policy, whereby they agree to abide by EGIs rules.  
After obtaining appropriate credentials users may interact with and use the resources to which they are entitled on the Grid.  Users also have access to various documentation and training resources. 
2.6.6 Data

Data may belong to VOs or individual users, and this is stored and processed on the various hardware resources provided by Resource providers.  It is the storage and processing of data which is at the heart of the purpose of the EGI infrastructure and Ecosystem. 
2.6.7 Networking
The network links all this together
<<Volunteer needed to write a paragraph or two about the networks>>

2.6.8 Training and Support
Training for various people who interact with the grid is provided by various sources. For example security training for site administrators is largely provided by CSIRT (see section 3.3). Training for users is also provided by both manuals and courses provided.   Some training is provided by EGI whereas other training is provided by the various partners. 
Support is provided (based on authentication using identity credentials) via the Global Grid User Support (GGUS) system for users and others who interact with the Grid. 
2.6.9 Web pages
The web pages (including Wiki) provide information for users, sites, and others who ensure that the whole EGI structure continues to function.  This includes procedures to follow, e.g. how should a site become part of the grid, how a site should handle a security incident, to training materials for users, and information on events. These are managed by CESNET, Brno on behalf of EGI.eu. 
2.6.10 EGI.eu co-ordination and management
The high level interactions with various communities, funding, training, and management is carried out by EGI.eu. This also includes strategies for sustainability and business models to ensure that the distributed computing resources are available to the research communities in the future.  
2.7 EGI’s Assets
Security can be seen as the protection of assets. Some of EGI’s assets are intangible, such as EGI’s reputation. Most of the assets which form the EGI ecosystem do not belong to EGI.eu, but are effectively owned by Resource Providers (for example most of the hardware), VOs and Users (in the case of Data).
<<first draft, first ideas.  additions /comment welcome >>

2.7.1 Data and information
The main purpose of EGIs existence is the storage and processing of data and information. Such data and information needs to be stored reliably and owners of data must be able to rely on the integrity of the data. Owners also need to be able to rely on being able to access the data, yet it not be possible for the data to be accessed, modified, or deleted except by them. Owners also need to be able to process data, using CPU in the hardware available on the Grid. 
2.7.2 Hardware

The hardware in the various sites, although not owned by EGI.eu, forms the main Physical infrastructure of EGI. 
2.7.3 Software 
Software comes into many categories, from the operating systems, to Grid Middleware which enables the safe sharing of resources on a large scale, to software used by users and VOs to process their data. Software integrity is just as important as data integrity. It is important that software behaves as it should and processes data in the intended manner and does not contain vulnerabilities or malware. 
2.7.4 People

People are an asset to EGI.eu. Whether they are employed by the Resource Providers to run and maintain resources, whether by NGIs or partners to provide training or support to users, or whether employed in the overall management of EGI. Obviously, people need to be funded to continue their work. If funding is not available people will no longer be able to carry out their work, and have to leave and do something else. 
2.7.5 Funding

All the various activities which form the EGI ecosystem need funding.  This is true whether the funding comes from the EU via the EGI InSPIRE project, from national funding agencies or other sources. The funding and people’s willingness to keep funding the EGI Ecosystem is largely dependent on EGI’s reputation, and whether people feel it is worth continuing to contribute to this infrastructure. In order for funding to continue those who decide on funding need to be confident that EGI will deliver the resources reliably and securely for their users, and that the benefit and efficiency of EGI is worth the cost of providing and maintaining the widely distributed computing infrastructure. 
2.7.6 EGI.eu’s Reputation 

EGIs reputation depends on those contributing funding to the infrastructure and its users being happy with the service they are getting. This includes a steady improvement in the service available, to at least match emerging technologies in the wider world. EGIs reputation could very quickly be damaged if there were to be an incident leading to a large loss of data, or if the EGI infrastructure were to be used to carry out a major cyber attack on other systems. 
3 Security Groups and Activities in EGI
This section summarizes the various security groups in and related to EGI, and how they interact.  Each group’s activity complements one another and is implicit to the management of risk to EGI’s assets.  Each group carries out activities which are designed to make the Grid secure, and is important in the management of risk. 
(Should the links be proper references, or are they better as just links?)

<<Dave Kelsey to expand/improve>>
3.1 The EGI Security Policy Group 
The Security Policy Group (SPG) is responsible for developing the policy needed to provide NGIs with a secure, trustworthy distributed computing infrastructure. The SPG output defines the behaviour expected from NGIs, Resource Providers, Users and other participants to maintain a beneficial and effective working environment.

More information is available from the SPG Wiki page at https://wiki.egi.eu/wiki/SPG
Various approved procedures carried out by other security groups implement the various policies. 

<<Dave Kelsey to expand/improve/check>>

3.2 The EGI Software Vulnerability Group

The goal of the Software Vulnerability Group (SVG) is to eliminate existing software vulnerabilities from the deployed infrastructure and prevent the introduction of new ones, thus reducing the likelihood of security incidents. 

The largest part of the activity is the handling of specific vulnerabilities reported to the SVG. The SVG also co-ordinates with other groups and software providers to define priorities and a timetable for the assessment of software used in the EGI infrastructure for vulnerabilities and the education of developers and packagers to prevent the introduction of vulnerabilities. 

More information is available at

 http://www.egi.eu/policy/groups/Software_Vulnerability_Group_SVG.html  and from the SVG Wiki page at https://wiki.egi.eu/wiki/SVG
3.3 The EGI Computer Security Incident Response Team

The EGI Computer Security and Incident Response Team (EGI CSIRT) is a security team aimed at coordinating the operational security activities in the infrastructure, in particular the response to security incidents. The EGI CSIRT ensures the coordination with the NGIs and if applicable with NREN CSIRTs and security teams of peer grids. In addition, the EGI CSIRT acts as a forum to combine efforts and resources from the NGIs in different areas, including grid security monitoring, security training and dissemination, and improvements in responses to incidents.
<<Mingchao Ma to expand/improve/check>>

More information is available at 

http://www.egi.eu/policy/groups/EGI_Computer_Security_Incident_Response_Team_EGI_CSIRT.html and the EGI CSIRT public wiki at https://wiki.egi.eu/wiki/EGI_CSIRT:Main_Page
3.4 The EGI Security Co-ordination Group

The Security Coordination Group (SCG) brings together representatives of the various security functions within the EGI to ensure that there is coordination between the operational security, the security policy governing the use of the production infrastructure and the technology providers whose software is used within the production infrastructure. Membership consists of the chairs of the SPG, SVG, CSIRT, representatives from the EUGridPMA, EMI and IGE security Team (i.e. software providers), and the EGI Operations manager and EGI director. 
3.5 Related Groups

3.5.1 The EU Grid PMA and International Grid Trust Federation
The EUGridPMA is the international organisation to coordinate the trust fabric for e-Science authentication in Europe, and a member of the International Grid Trust Federation IGTF to ensure global coordination of trusted identities for e-Infrastructures. The various country-based and regional identity providers (who for the purposes of working with the Grid infrastructure issue PKI certificates to users and resources) are members of the EUGridPMA or its peers in the Asia Pacafic (APGridPMA) and the Americas (TAGPMA). The certificates issued by such authorities are accepted as identification in the EGI Infrastructure. EGI is represented in the EUGridPMA through a dedicated liaison function, alongside other members including the issuing authorities and relying parties. More information is available at the EUGridPMA website at http://www.eugridpma.org/
3.5.2 Software Security in EMI

Much of the middleware deployed in the EGI Infrastructure is produced by the European Middleware Initiative, EMI. The EMI security area produces middleware services and components that enforce the Grid Security Model, allowing the safe sharing of resources on a large scale.  These cover identity management, Virtual Organisation membership management, authentication, delegation and renewal of credentials, and authorization. 

More information on EMI is available from their website at http://www.eu-emi.eu/home
<<John White to improve/expand/check>>

3.5.3 Software Security in IGE
Some sites in the EGI infrastructure use middleware produced by Globus. Similar security functionality for the sharing of resources on a large scale is available in IGE. For more information on IGE http://www.ige-project.eu/
<<Oscar Koeroo to improve/expand/check>>

3.6 Diagram of relationships between groups.
<<Linda to draw and add>>
4 Practices and Standards

This section reviews the practises carried out by EGI, various standards, and whether it is appropriate and applicable to apply standards or practises in EGI which are not currently carried out. EGI is aware of Information security best practices, and good practices are generally carried out. 
4.1 Standards for information management
4.1.1 ISO standards

The International Standards Organisation (ISO) [R 2] develops standards in various areas. The ISO 27000 series [R 3] of standards concern information technology, security techniques and information security management systems.  The 3 published standards in this area are ISO 27001 (2005) Requirements, ISO 27002 (2005) Code of practice for information security management, and ISO 27005 (2011) Information security Risk Management, as well as ISO 27000 (2009) Overview and vocabulary. 
ISO standards need to be purchased, they are not available free of charge and the cost is not trivial. A full set of 27000 series standards based on 1 user would be at least 500 Euros, and it is not clear whether an EGI licence could be purchased or what cost it would be. Various people within EGI have their own copy, or sight of a copy in their institute. 
4.1.2 NIST Standards
In the US the National Institute of Standards and Technology (NIST) [R 4] is an agency of the US department of commerce. The NIST publication SP 800-53 is entitled ‘Information Security’ [R 5]. The PDF of this is available for free download (237 pages long).  
Alongside the NIST Standard, NIST has produced FIPS199, Standards for Security Categorization of Federal Information and Information Systems [R 6] which categorizes sites according to impact of loss of confidentiality, integrity and availability. FIPS200, the Minimum Security Requirement for Federal Information and Information Systems [R 7] describes requirements for each of these categories. 
4.2 Examples of Application of Information management Standards in the Grid Environment

4.2.1 Example of ISO27000 standard used in EGI

ISO 27002-2005 was looked at by the Swiss Grid and a Security Questionnaire for Infrastructure providers was produced based on this standard. This is available from the Swiss Multi Science Computing Grid information for site administrators. [R 8]  This questionnaire consists of 32 questions which sites were expected to answer to ascertain whether their security was adequate.  This included questions such as “Has the site implemented a Local Security Policy? Do you have revocation procedures (checklist) when people (staff) leave your institution?  It refers to various checklists. This list was produced as a result of approximately 2 person weeks of work, from reading the ISO 270002 standard. 
4.2.2 Example of NIST standard used in Grid environment

In the US, Grid infrastructure providers in national laboratories managed by the US Department of Energy were obliged to have their systems audited according to NIST standards. Even though their systems fell into the lowest category according to the NIST standard FIPS199 [R 6] it was a major undertaking to produce the material needed, documented evidence and practice document for the audit took approximately 1 person year per site. 
Members of Open Science Grid (OSG) consortium at the Stanford Linear Accelerator Center carried out a mapping of the NIST SP800-53 in 2007, identifying those section which are relevant for distributed infrastructures and Grid identity management operations (however this is not available publicly) when viewed from an trust interoperability point. Whilst providing a firm basis for security analysis, providing the documentary evidence in a form suitable for auditing against this subset of criteria remains a substantial effort which is only valuable if the results are actually review by infrastructure peers.

4.2.3 EGI Procedures partially based on standards

From an implementation viewpoint, good practices defined in ISO27001/27002 can be seen as the achievement of a series of control objectives, thus resulting in a more pragmatic approach for an Information Security Management  System (ISMS) based on ISO standards.

Among the overall objectives, and relative controls for each of them, listed into ISO27001/27002, a number of crucial ones can be applied to the EGI operations security area while others have been indirectly implemented in the past on the frameworks of policy and procedures defined within the different EGI working groups.

Notwithstanding, the possibility to adopt such standards in the EGI.eu ecosystem is always bounded to the exploration and finding of convergences between control objectives suggested by ISO and the distributed nature of the community and infrastructure managed by the EGI.eu project.

Consequently, it is worth comparing a number of EGI procedures that are coherent with some of the aforementioned control objectives listed in ISO27001 Annex A, referenced in the following sections with the ISO nomenclature (A. plus the control number).

A.5 Security policy
A.5.1 Information security policy
ISO control objective: Provide management direction and support for information security in accordance with business requirements and relevant laws and regulations.

	ISO annex
	ISO subject
	ISO control
	EGI implementation
	EGI reference

	A.5.1.1
	Information security policy document
	Document approved by management and communicated to all relevant parties
	Policy documents are defined, approved by the EGI executive board and formally adopted by EGI community 
	https://wiki.egi.eu/wiki/SPG:Documents


	A.5.1.2
	Review of the information security policy
	Documents shall be reviewed at planned intervals or if significant changes occur
	EGI SPG reviews policies according to SPG internal procedures
	https://wiki.egi.eu/wiki/SPG


A.10 Communication and operations management

A.10.1 Operational procedures and responsibilities

ISO Control objective: Ensure the correct and secure operation of information processing facilities.
	ISO annex
	ISO subject
	ISO control
	EGI implementation
	EGI reference

	A.10.1.1
	Documented operating procedures
	Operating procedures shall be documented, maintained and made available to all users who need them
	EGI wiki as the main container of operation procedures, guidelines, roles and responsibilities
	https://wiki.egi.eu/wiki/Documentation
https://wiki.egi.eu/wiki/EGI_CSIRT:Policies


A.13 Information security events
A.13.1 Reporting information security events and weaknesses

ISO Control objective: Ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken.
	ISO annex
	ISO subject
	ISO control
	EGI implementation
	EGI reference

	A.13.1.1
	Reporting information security incidents
	Information security events shall be reported through appropriate management channels as quick as possible
	Incident response guide and operation procedures to report security incidents for the infrastructure and to establish well known  point of contact.
	https://wiki.egi.eu/wiki/EGI_CSIRT:Incident_reporting
https://wiki.egi.eu/wiki/EGI_CSIRT:Alerts
http://helpdesk.egi.eu/


A.13.2 Management of information security incidents and improvements

ISO Control objective: To ensure a consistent and effective approach is applied to the management of information security incidents
	ISO annex
	ISO subject
	ISO control
	EGI implementation
	EGI reference

	A.13.2.1
	Responsibilities and procedures
	Management responsibilities and procedures should be established to ensure a quick, effective and orderly response to information security incidents
	Monitoring of services availability, alerts and vulnerabilities are constantly used to detect incidents in agreement with general and security operation procedures
	https://wiki.egi.eu/wiki/EGI_CSIRT:Monitoring
https://wiki.egi.eu/wiki/Grid_operations_oversight


Even if observed convergences cannot be addressed for an ordinary ISO certification purpose, some EGI procedures adhere to the implementation guidance behind the aforementioned control objectives especially for what concern information security procedures.

Nevertheless, in pursuing the integration of such implementation guidance, key control objectives on assets management should be taken into account in the framework of existing and future EGI procedures.

A.7 Asset management

A7.1 Responsibility for assets

ISO control objective: Achieve and maintain appropriate protection of organizational assets.
	ISO annex
	ISO subject
	ISO control
	Implementation guidance

	A.7.1.1
	Inventory of assets
	All assets shall be clearly identified and an inventory of all important assets draw up and maintained
	Type of assets to be categorized.

Information: databases, contracts and agreements, system doc, manuals, training materials, procedures, archives.

Services: tools used by the EGI community and operated directly or indirectly by EGI

	A.7.1.2
	Ownership of assets
	All information and assets associated with information processing facilities shall be owned by a designed part of the organization
	Ownership as responsibility to ensure assets are properly classified, periodically reviewed in agreement with applicable access control policies to update access restrictions and classifications


A7.2 Information classification

ISO control objective: Ensure that information receives an appropriate level of protection 

	ISO annex
	ISO subject
	ISO control
	Implementation guidance

	A.7.2.1
	Classification guidelines
	Information shall be classified in terms of its value, legal requirements, sensitivity and criticality to the organization
	Balancing the needs for sharing or restricting taking into account confidentiality, integrity and availability of the assets.

Initial classification and future reclassification regulated by access control policy and carried out by asset owners

	A.7.2.2
	Information labelling and handling
	An appropriate set of procedures for information labelling and handling shall be developed and implemented in accordance with the classification scheme adopted by the organization
	Labeling should reflect the classification according to the guidelines in A.7.2.1. 

Handling procedures shall include the secure processing, storage, transmission an declassification of assets


Finally, implementing an EGI asset inventory can be considered as the source of data for a risk assessment and treatment in agreement respectively with a standard security risks management and an approved Risk Treatment Plan (RTP).

4.3 Technological standards
Basing the EGI security infrastructure on technological standards helps in ensuring interoperability between non-uniform infrastructures and reduces the likelihood of security problems.  Several members of the EGI community are also involved in the development of security standards for use in the distributed computing environment, e.g. in OGF. 
<<John White to modify and complete >>

4.4 Application of technological Standards in the EGI community

4.4.1 EGI UMD middleware based on standards
<< John White to complete - 2-3 examples >>
4.4.2 Other examples of technology based on standards

There are other examples of technologies and instruments that are used in the day to day operations in the grid environment which are actually based on international standards. Just a couple of examples: 

The AES (Advanced Encryption Standard) works behind the scene in almost all the secure communication that occur when using the grid infrastructure. It has been announced by the NIST as an official U.S. FIPS 197 on November 2001.

The FIPS 140-2 standard, defining the requirements for physical and operational security of the HSM (Hardware Security Modules) has been announced on 2001.

It can be used (sometimes is requested by some EUGridPMA profiles) by root Certification Authorities to perform the key management and the signing operations on X509 certificates.
4.5 Possible future usage of and changes to practices due to application of standards
4.5.1 Threat identification
In the security assessment described in section 6 checklists based on standards will be looked through to see whether we have missed any important threats. 
4.5.2 Threat mitigation and checklists
When the security assessment has been completed some threat mitigation may be based on standards, or more probably checklists based on standards.  One possible source is the Sans Institute, which has produced various checklists on Information Security. These appear to be openly available for use. Some checks are appropriate on a per site basis, some may be appropriate in a wider EGI context.
4.5.3 Detailed examination of ISO27000 standards
The appropriate ISO27000 standards are foreseen to be examined in detail to decide their relevance to EGI. This may include the production of checklists and/or questionnaires for Resource providers, to ensure that they maintain security.   
4.5.4 EGI’s relationship with the ISO standards community

EGI has no special relationship with the ISO standards community. No members of EGI are instrumental in producing these standards, and it is unlikely that the manpower is available to change this and provide our input. 
4.6 Conclusions on standards and EGI
4.6.1 Practices in EGI

Resource Providers are generally experienced in managing systems, and sites are likely to be mostly well managed.  Resource providers tend to have good practices in place, whether or not they are formally based on standards.  EGI policies and procedures are followed by resource providers to ensure that sites are sufficiently secure, and if sites fail to follow appropriate procedures, for example by not installing an update to deal with a critical vulnerability they may be suspended from the EGI infrastructure. 
4.6.2 Formal accreditation

Formal accreditation is very costly; the effort involved in preparing a site for formal accreditation is considerable and the cost prohibitive.  If formal accreditation were to be required e.g. for regulatory requirement then EGI would need to seek funding and effort to accomplish this.  

4.6.3 Usage of standards

Standards such as ISO 27000 and NIST 800-53 provide valuable guidance for sites, and information in these should be looked at in details even if Resource Providers do not go to the extent of documenting evidence. This may provide them with the opportunity to address weaknesses in their own practices and procedures.   To directly use these standards on a per site basis is very time consuming, as they are lengthy and not easy to use. Open standards and checklists may be further examined in the coming months and questionnaires and checklists developed for Resource Providers to the EGI to use to mitigate some security threats.  

Questionnaires and checklists based on standards may also be geared towards mitigating any risks that are computed to have a high value in the security risk assessment described in section 6, which are relevant and appropriate for the EGI infrastructure. 

Further examination of ISO27000 standards may be considered if sufficient effort is available to work on this to justify the investment in these standards.
4.6.4 Consideration of the EGI community

The EGI infrastructure is formed due to the collaboration of various Resource Providers. Most such Resource Providers have limited manpower resources and any requirement or request to them to base their work on standards needs to take this into account. For example, it may be realistic to provide a simple checklist in a similar way to the Swiss Multi Science Computing Grid [R 8] which may help them ensure site security and help people co-ordinating EGI security to ensure that sites participating are carrying out good practices.  However, if there were to be a requirement that Resource Providers carry out practices that are too effort intensive to satisfy our security; or to go for formal accreditation, it may mean that some Resource Providers decide to no longer remain part of the EGI infrastructure. 
5 Operational Security during EGI
5.1 Incidents

As of November 2011, EGI CSIRT has handled 12 security incidents, of which 4 incidents affected multiple sites including non-EGI resources. All incidents have been properly resolved in a timely manner. None has caused any major interruption to the EGI infrastructure. 
5.2 Alerts
EGI CSIRT has also issued 14 vulnerability alerts, of which 3 were critical (https://wiki.egi.eu/wiki/EGI_CSIRT:Alerts). EGI CSIRT assisted all EGI Resource Centres to mitigate these critical vulnerabilities within 7 days. 
5.3 Security Service challenge

An information security exercise - the security service challenge 5 was also carried out by EGI CSIRT. This exercise simulated a large scale security incident where in total 40 EGI resource centres participated. The overall feedback has been very positive. 
5.4 Security dashboard

A security dashboard has been put into pre-production.  https://operations-portal.egi.eu/csiDashboard.

This allows Resource Centres to conveniently monitor and act on alerts and potential security issues detected by the EGI security monitoring tools.

5.5 Security Training

In order to raise security awareness and improve security of EGI infrastructure, EGI CSIRT also provides security training and security best practices to system administrators. Two security training events were organized at the annual EGI conference. These training have been very well received. 

6 Plans for a Security Threat Risk Assessment
6.1 Context of this assessment

Security Risk assessment is an on-going activity, and is something that is never complete. It is necessary to re-do and revise security risk assessments from time to time, as the situation is constantly changing, new threats emerge and need to be considered. 
6.1.1 Other Grid Security Risk Assessments
In EGEE-III an ‘Overall Grid Security Risk Assessment’ was carried out. [R 1] This, and lessons learnt from this, form the starting point for the current assessment. Prior to this there was an LCG risk analysis, which is also currently undergoing revision by the WLCG project. Plus there was an OSG risk analysis, which was not made public. The new overall risk assessment by the WLCG project is expected to be completed by February 2012. Since the WLCG infrastructure relies to a large extent on EGI resources, the synergy between the two projects will benefit the risk assessments for either of them, with various security experts contributing to assessments for both.
6.1.2 Scope and level
The ISO27000 definition of a risk is “The potential that a threat will exploit a vulnerability of an asset or group of assets and thereby cause harm to the organisation”.  Hence we consider the threats to EGI’s assets as described in section 2.7, from wherever they arise including technical or social threats. 
The scope of this may also be considered to be any security threat to or posed by the EGI infrastructure, users of the infrastructure, providers of the infrastructure and information and data stored on the infrastructure.  For example, if the EGI infrastructure were to be used to attack a government organisation, although EGI’s computing resources may not be harmed EGI’s reputation (which is considered to be an asset) would certainly be harmed especially if appropriate security measures were not in place to mitigate the risk.
The Threats are coarse grained; generally they are not specific to a particular technology, although specific technologies may be given as examples to illustrate the threat. 

This covers high level threats, thus allowing the recommendation to management of what actions need to be taken in the overall strategy of risk mitigation, or treatment of threats. It is not generally specific to particular technology, or to a particular case, although cases may be used as examples. 
As the Grid expands, both in terms of number of users and number of system administrators, it cannot be assumed that all are trustworthy, and it is necessary to consider ‘what if’ such a person decided to launch an attack. 

This requires a broad participation from a number of people, including security experts in the EGI community. 

The actual assessment will be carried out over the coming months, and will not be part of this deliverable.

6.2 Strategy and Methodology Risk assessment of Threats
6.2.1 Threats 

There are various security threats to the EGI infrastructure, from threats that sites are hacked, to threats that confidential data is released, to threats that the infrastructure is used to attack other systems. There are also threats resulting from future changes, and the need to ensure these threats are mitigated as any new methods and technology are introduced.  
As many of these threats as possible need to be defined, and the current situation for what is done to mitigate these risks established.
6.2.2 Actuarial computation of risk
The traditional method of computation of risk, e.g. by insurance companies, is the actuarial computation based on statistics. In this case statistics (such as death rates at a given age) are available on which to compute the likelihood and cost of an event. In the case of security threats to the EGI infrastructure we don’t have detailed statistics on which to derive a numerical value of the likelihood and impact. 
6.2.3 Computation of risk in the absence of statistics

In the absence of statistics from which we can derive a numerical value of the likelihood and impact, an estimate has to be made. In order to produce a numerical value for the risk participants in this assessment will be asked to make a judgement of the likelihood and impact, give a numerical value each of these.  These will then be multiplied together to produce a risk.
The Likelihood and Impact will each be a whole number between 1 and 5, and multiplying these together will give the risk. This has been discussed and is agreed to be an appropriate strategy.    This is the same as that in the EGEE Overall Grid Security Risk Assessment, and it is the strategy being used by WLCG for their risk assessment.
6.2.4 Threat mitigation

In many cases, security threats are mitigated. Systems are in place to minimize the risk of security problems occurring. As well as identifying threats, the team carrying out this assessment will need to establish the current situation, and what mitigation is currently in place.
6.2.5 Inherent and current risk
Two values of the risk are to be computed: the inherent risk, (that is if there were to be no mitigation in place) and the current risk (that with the mitigation in place).  This will both demonstrate the steps currently taken to reduce security risk as well as illustrating those activities which currently mitigate risk need to continue, even if the current risk is low. 
6.2.6 Suggested further mitigation

Further mitigation may be recommended, especially for threats having a high value for the risk. 
6.3 Steps of Risk assessment process

These steps may be carried out in parallel, to some extent.  The threats, information on mitigation, will be stored in a spreadsheet.  
6.3.1 Establish Team

A team needs to be established to carry out this activity. These people need to be able to spend some time on this, in order to do the work involved.  One of the problems with the assessment in [R 1] at the end of EGEE-III was that people who expressed an interest were not able to carry out the assessment. 
6.3.2 Select Threats 

Agree on the threats and the level of detail of the threats. The threats, where possible, should be general and coarse grained rather than low level or software specific. With the selection of the threat it should be clear what asset or assets are under threat. 
6.3.3 Select an ‘Contact’ for each threat

Each threat should have a ‘contact’, the person who makes it their business to know what is happening regarding that threat and keeps information up to date. The ‘contact’ is the most likely person to suggest mitigation for threats computed as having a high risk. If possible, this will be someone who is already working in this area. 

Note that the ‘Contact’ is not responsible if the threat is carried out. 

The ‘Contact’ may not necessarily be a member of the team carrying out the Risk assessment, but is someone prepared to provide information relevant to the threat.
6.3.4 Establish Current situation

The contact for each threat should establish the current situation, and what mitigating steps are in place.

6.3.5 Computation of Risk

The risk is computed. It is preferred that a consensus is reached. However, it may be that each member of the team provides their view on the value, and the average taken. 
Risk is computed both for the inherent risk, and for the current situation with the current mitigation in place. 
It would be desirable to get the team around a table for a couple of days to discuss and see if they can come to a consensus on the Risks. 

6.3.6 Suggest Mitigation 

Where possible, the team carrying out the assessment along with the ‘Contact’ of the risks suggests mitigating action, or treatment of the risks, especially if insufficient mitigation is currently in place.
6.3.7 Complete and present to management
After the assessment is complete present finding to management, this includes possible treatment or mitigation of risks. 
7 ThreatS and Categories
This section does not cover all possible threats, but is intended to describe what types of area are included. The team carrying out the assessment will define the list. A draft list with some comments and information has already been produced, and this will be refined by those carrying out the assessment.   
7.1 Where are the Threats from and what assets are under threat?

Threats may come from many sources; the primary ones are external attackers, legitimate users, and service providers (including site administrators). Threats may also come from technical (hardware or software) failure.
Threats may be to the infrastructure, whether physical damage or cyber attack.  Threats may be to privacy of data or information, to the service provider (in that the service provider may suffer if the site is used for unlawful activities.) Also, security attacks may affect users due to loss of service. Threats may also be to the reputation of EGI. 
To list every possible problem that may occur and every source of attack would involve a very long list.  The approach is mainly to list the main threats to the infrastructure, users, data and external sources, and the reputation of EGI.   Some areas, where appropriate, primarily the source of threats is listed. If an action can be carried out by a user, it can also be carried out by an attacker who gains access to the system. Prevention lies in both preventing access to attackers, as well as monitoring usage for general miss-use.
All threats are ‘high level’ threats. Details may exist in other documents which may be referred to. 
7.2 Categories of threats
<<Linda to revise probably less detail.  >>
Some possible Categories of threats are:

· Software Vulnerabilities

· Operational and Configuration Vulnerabilities

· General Technical Threats to the infrastructure

· Physical Security Threats to infrastructure 

· Threats arising from Security Incidents

· Threats to external parties
· Data security and Integrity

· Software Security and Integrity

· Confidentiality

· Illegal and general miss-use of resources

· Threats from users

· Threats to users 

· Threats from trusted staff (site administrators, CA and VO administrators)

· Threats to trusted staff and service providers. 
· Threats arising from Security services (e.g. CA and VO management)

· Threats from management decisions

· Security Threats arising from social engineering

· Threats from move to virtualization

· General threats from installation of new software and technology.
7.3 Responsibility and scope
As well as considering the threat and the asset under threat, the plan is also to consider who is responsible for ensuring the threats are mitigated. This may be the EGI project, the Resource Provider (RP), or someone else.
Examples include:

Physical security at sites is the responsibility of the individual Resource Providers.  
Ensuring UMD software does not contain vulnerabilities or malware is EGI DMSU responsibility.  

7.4 Some examples of threats
7.4.1 Resources used for on-line attack to 3rd party
If the Grid were to be used to carry out an on-line attack against a 3rd party, EGI and those who deploy Grids could be considered liable, especially if suitable measures have not been taken to minimize the Risk.   It could easily lead to pressure to immediately stop deploying the Grid infrastructure and thus deny all use of the Grid for a considerable time until sufficient measures are in place. Such attacks could include DoS, or attempts to crack a password by attempting to log on from large numbers of WNs across the grid. 
EGIs assets would then be compromised due to loss of reputation, and the possibility that the Grid could not be deployed for some time. 

7.4.2 Confidential information leaked due to system compromise
(Confidentiality.)
7.4.3 Trusted staff attack system after leaving
(Threats from trusted staff)
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