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EGI VO
Service Level Agreement
	Customer
	[User community name]/[Vo name]

	Provider
	EGI.eu

	Start Date
	[start date]

	End Date
	[end date]

	Status
	[Draft/Final]

	Agreement Date
	[date of final agreement]

	Grant Name
	[unique name in e-grant ]

	Grant Link
	[link to grant in e-grant]


This agreement is made between EGI.eu (the Provider) and [User community name]/[Vo name] (the Customer) to cover the provision and support of the service as described hereafter. The relevant contacts and representatives may be found in section 8.1.
This SLA is valid from [start date] to [end date]. 
The SLA is a document discussed and approved between the customer, and the provider.

Amendments, comments and suggestions must be addressed to the Customer contact given to the Provider (see section 8.1).
If Customer needs to use resources outside above the mentioned dates, a new SLA must be requested.

The Agreement can be terminated at any time if parties agree to end the Agreement.

The Provider retains right to introduce changes to the infrastructure. If Customer does not accept the changes, the SLA can be terminated. 

1 Scope and description of the services
This SLA applies to High-Throughput Computing Platform/Cloud Computing Platform services.

This service is provided with following parameters:

Services on site: [resource provider 1]
· Virtual Machines: 
· CPU's: 
· Memory: 
· Period: Start date  - End date

Services on site: [resource provider 2]
· Virtual Machines: 

· CPU's: 

· Memory: 

· Period: Start date  - End date

2 Service hours and exceptions
The service operates during the following hours:

Twenty four hours a day, seven days a week, 365 days a year. 

The following exceptions apply:

· Planned maintenance windows or interruptions.

To be communicated (e-mail notification) in a timely manner i.e. 24 hours before, through the declaration of the maintenance in GOC DB [GDB]. 
Typical duration is up to 24 hours otherwise needs to be justified.

3 Services components and dependencies
The basic components of the service are:

· Cloud compute

· Cloud storage

· Grid compute

· Grid storage

· Accounting System
· Monitoring (operational only)

Note: Please note that following components are provided by third parties outside of control of EGI.eu:
· Monitoring of [VO name]
4 Support
The services covered by the scope of this SLA are provided with the following level of support.
Support is provided via the GGUS portal [GGUS], which is the single point of contact for infrastructure users to access the EGI Service Desk. The EGI Service Desk within GGUS is organized in Support Units. Every Support Unit is responsible for one or more services. The number and definition of the EGI Support Units in GGUS is not regulated by this SLA and can change at any time to fulfil the EGI Incident and Problem Management requirements.

Support is available between:

· Monday and Friday
· 9:00 and 17:00 hosting organizations’ timezone 
This excludes public holidays at the same time in all hosting organizations. 
4.1 Incident handling

Disruptions to the agreed service functionality or quality will be handled according to an appropriate priority based on the impact and urgency of the incident. In this context, the following priority guidelines apply:
· Three service priorities are defined and the incidents handled related to them through the GGUS system. These are base, medium and advanced.
· The following support priority applies to the service: Medium
Medium support component priority is as follow:

	Ticket Priority
	Response time

	Less urgent
	5 working days

	Urgent
	5 working days

	Very Urgent
	1 working day

	Top Priority
	1 working day


Response time is provided as service level target (see section 6).

4.2 Fulfilment of service requests

In addition to resolving incidents, standard service requests (e.g. change or information request, documentation) will be fulfilled through the defined support channels in section 5 in the same way as incidents but with the “Less urgent” priority. 
5 Service level targets

The following are the agreed service level targets for the service:
· Minimum availability is 80% (as a percentage per month)

· Minimum reliability is 85% (as a percentage per month)

· Support priority: Medium (as defined in 5.1)

Note: Metrics are calculated based on operational monitoring results. 

6 Limitations & constraints

The provisioning of the service under the agreed service level targets is subject to the following limitations and constraints: 

· Support is provided in following language: English

· Availability and reliability is calculated based on OPS VO monitoring results. 

· Failures in [VO name] monitoring are not considered as SLA violations. 

· Downtimes caused due to upgrades for fixing critical security issues are not considered SLA violations.

· Failures of resource provider not being part of EGI production infrastructure are not considered as SLA violations. 
· Force Majeure. A party shall not be liable for any failure of or delay in the performance of this Agreement for the period that such failure or delay is due to causes beyond its reasonable control, including but not limited to acts of God, war, strikes or labor disputes, embargoes, government orders or any other force majeure event.
7 Communication, reporting & escalation

7.1 General communication

The following contacts will be generally used for communications related to the service in the scope of this SLA.
	Customer contact for the Provider
	[name]
[email]

[title]

	Provider contact for the Customer
	Peter Solagna 

peter.solagna@egi.eu 

EGI.eu NGI Operations Manager [EGDB]

	Contact for service users
	According to defined support channels


7.2 Regular reporting

As part of the fulfilment of this SLA and provisioning of the service, the following reports will be provided:

	Report title
	Contents
	Frequency
	Delivery



	Service Performance Report
	The document provides the overall assessment of service performance (per month) and SLA target performance achieved during last 6 months
	Every six months
	Email to customer contact


7.3 SLA violations

The Provider commits to inform the Customer, if this SLA is violated or violation is anticipated. The following rules are agreed for communication in the event of SLA violation:

In case of violating the service targets specified in this document for two consecutive months the provider will provide justifications and a plan for service enhancement. The provider must provide to the Customer contact (see section 8.1) a status report and a plan for the improvement of the service within one month from the date of notification. The Customer will be notified of this situation. 

The Customer should notify the provider of suspected/actual SLA violation by creating a ticket in EGI Helpdesk. The case will be analysed to identify the cause and verify the violation. 

7.4 Escalation & complaints

For escalation and complaints, the defined Provider contact (see section 8.1) point shall be used, and the following rules apply:

· In case of violating the service targets for four consecutive months, review of the Agreement will be taken by provider contact (see section 8.1) and reported to parties of the Agreement.
· Initial complaints or concerns about the overall service should be directed to the Provider contact for the Customer, who will try and address these concerns. Should the customer still feel dissatisfied, either with the result of the initial response or with the behaviour of the provider contact, the Provider contact for the Customer should be informed and the issue will be escalated. (see section 8.1). 
8 Information security & data protection

The following rules for information security and data protection apply:

· Assertion of absolute security in IT systems is impossible. EGI is making every effort to maximize security level of users’ data and minimalize possible harm in the event of an incident.
· The Provider will define and abide by an information security and data 
protection policy related to the service being provided. 
· This must meet all requirements of any relevant EGI policies or procedures [POL] and also must be compliant with the relevant national legislation.
9 Additional responsibilities of the provider
Additional responsibilities of the Provider are as follow:

· Adhere to all applicable operational and security policies and procedures defined in [POL] and to other policy documents referenced therein;
· Use communication channel defined in the agreement;
· Provide monitoring to measure fulfilment of agreed service level targets
· Inform promptly in case of resource provider leaving EGI production infrastructure.
ADDITIONAL REQUIREMENTS AGREED 

10 Customer responsibilities

The responsibilities of the customer are:

· The Customer must not share their access credentials with anyone else.

· The data stored in the system by Customer must not cause any legal violation due to the content type (such as copyright infringement, dual use, illegal material). 

· The use of EGI Infrastructure resources should be consistent with predeclared objective of the service.
· The Customer should estimate the needed resources carefully as over- or under-estimation will be reviewed. The Customer is advised to renegotiate SLA metric values as soon as it is clear that resources are not needed. 

· The Customer is obliged to keep information about Virtual Organization in Operations portal up to date.
· The Customer must request GGUS support [GSU] to enable assigning tickets with appropriate VO name.

· The Customer is explicit responsible to ensure that the VM images endorsed into their own image list in AppDB [APPDB] are properly maintained and updated. 
· Users commit to acknowledge EGI infrastructure support in their publications 
ADDITIONAL REQUIREMENTS AGREED 

11 Review

There will be reviews of the service performance against service level targets and of this SLA at planned intervals with the Customer according to the following rules:

· This SLA will be annual review until the end date of the SLA.
12 Glossary of terms

For the purpose of this SLA, the following terms and definitions apply:

[The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", “MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119. For a complete list of term definitions see the EGI Glossary (http://wiki.egi.eu/wiki/Glossary).

13 References

	[APPDB]
	EGI Application database

https://appdb.egi.eu/ 

	[EGDB]
	EGI.eu Operations Centre hosting EGI central operations tools

https://goc.egi.eu/portal/index.php?Page_Type=NGI&id=4 

	[GDB]
	GOC DB 

http://goc.egi.eu/ 

	[GGUS]
	EGI Helpdesk

http://helpdesk.egi.eu/

	[GLO]
	EGI Glossary 

http://wiki.egi.eu/wiki/Glossary

	[GSU]
	Procedure to apply for VO support unit in GGUS

https://wiki.egi.eu/wiki/FAQ_GGUS-New-Support-Unit 

	[POL]
	EGI policies and procedures 
https://www.egi.eu/about/policy/policies_procedures.html


14 Copyright notice

Copyright © EGI.eu. This work is licensed under the Creative Commons Attribution-NonCommercial-NoDerivs 3.0 Unported License. To view a copy of this license, visit http://creativecommons.org/licenses/by-nc/3.0/ or send a letter to Creative Commons, 171 Second Street, Suite 300, San Francisco, California, 94105, USA.

The work must be attributed by attaching the following reference to the copied elements: “Copyright © EGI.eu (www.egi.eu). Using this document in a way and/or for purposes not foreseen in the license, requires the prior written permission of the copyright holders. The information contained in this document represents the views of the copyright holders as of the date such views are published.

This SLA is based on a template that forms part of the FitSM family – a lightweight standard for IT Service Management that supports federated infrastructures. For more information on FitSM visit www.fitsm.eu or contact info@fitsm.eu. The template this document is based on was licensed with a Creative Commons Attribution 4.0 International License.

This SLA is based on FitSM Template: SLA v1.0. 
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